Verification Methodology for DEVS Models

By

Hesham Saadawi

A PhD thesis submitted to
The Faculty of Graduate and Postdoctoral Affairs
In partia fulfillment of
The degree requirements of

Doctor of Philosophy in Computer Science

Ottawa-Carleton Institute for

Computer Science

School of Computer Science
Carleton University
Ottawa, Ontario, Canada

Fall 2012

Copyright © 2012

Hesham Saadawi



Abstract

Modeling is an effective tool for studying the behaviour of a system. When modeling, the
system’s descriptions are usually abstracted into simpler models. These models can then
be analyzed and solved (manually or automaticaly) by using different mathematical
techniques. However, sometimes the models become too complex to analyze formally. In
those cases, computer Modeling and Simulation (M&S) can help designers to understand
the behaviour of these systems better. One example of such complex systems are Real -
Time (RT) systems, which are usualy composed of a digita computer executing
software that interacts with the external physical environment with tight timing
constraints.

In studying these systems, M&S has proven to be an essential tool. However, when
simulating RT models, the required interactions could quickly grow beyond the ability of
human observation and analysis. Instead, formal methods for verifying these systems can
guarantee the correct and timely function of these systems.

Due to the benefits of formal verification of RT simulation models, this thesis
introduces a methodology to enable performing formal verification of simulation models
based on the Discrete Event System Specification (DEVS) formalism. The thesis
introduces a road map for a complete methodology to formally verify DEV S models, thus
enabling better methods for M& S validation and verification and making M&S a better

tool for RT-embedded systems devel opment.
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Chapter 1: Introduction

Rea-Time (RT) systems are advanced computer systems with hardware and software
components with timing constraints. In some cases, they have “soft” timing constraints in
which a deadline can be missed without serious consequences. In other cases, the system
must satisfy "hard" timing constraints, and a missed deadline can result in catastrophic
consequences. In these highly reactive systems, not only is correctness critical, but also
the timeliness of the executing tasks. Embedded RT software systems are increasingly
used in mission critical applications, where a failure of the system to deliver its function
can be catastrophic. For instance, if we consider the design decisions made for an aircraft
autopilot, or a controller for an automated factory, we need to obtain system responses
within well-defined deadlines. Great care must be taken when developing RT systems to
guarantee functional correctness along with non-functional correctness such as timing
constraints.

Because of the growing complexity of RT systems and their need for high reliability,
RT software development is still time-consuming, error-prone, and expensive, requiring a
difficult and costly development effort with no guarantee for a bug-free software product.
Many techniques have been proposed and used in practice to check correctness of RT
software. Current RT engineering methodologies use modeling as a method to study and

evauate different system designs before building the real application. In this way, red



systems would have a very high predictability and reliability. In order to apply this
methodology, a designer must abstract the physical system at hand and build a model for
it, then combine this with a model of the proposed controller design. Then, different
techniques can be used to reason about these models and gain confidence in their
correctness. Informa methods usually rely on extensive testing of the systems based on
system specifications [1]. These methods have limitations because, in order to guarantee
software reliability, we need to apply exhaustive testing to the software component, using
all possible input combinations, which is a costly process. Many techniques have been
proposed to enable a practica alternative to this exhaustive software testing [2].
However, we cannot guarantee a full coverage of all possible execution paths in a
software component, thus leaving us with limited confidence in software correctness.
Therefore, informal techniques can reveal errors, but they cannot prove the non-existence
of errors.

The use of formal software analysis is growing as an aternative, as this technique
allows full verification that software components are free of errors. In the last few
decades, these techniques have matured and been used in some industrial capacity for
software and hardware correctness verification [3]. Formal techniques can be used to
prove the correctness of systems specifications. Nevertheless, they are usually
constrained in their application, as they do not scale up well. Likewise, the designers
need a high level of expertise to apply these techniques. Another drawback of formal

techniques is their need to be applied to an abstract model of the real system, which



means that what is being verified is not the final implementation. Even if the abstract
designed model is proven correct, there is a risk that some errors creep in during the
development process through the manual implementation of the design into executable
code [1].

Formal verification techniques are of two main types, deductive or algorithmic [4].
Deductive techniques rely on representing the system and its specification with logic
rules, and then trying to deduct a proof of system correctness. In this method, the user
needs to find a sequence of deductions to reach the proof; hence, deductive technique
needs more creativity and expertise with formal methods from the user than algorithmic
one. This becomes a disadvantage with the growing size of systems, as manud
intervention, required from the user, also grows. The advantage of this technique,
however, is that it can deal with systems of infinite state space, which usually is the case
found in hybrid systems. Algorithmic techniques rely on modelling the system in a
graphical form, and coding the specifications in logical queries. Then an algorithm for
reachability analysis searches the graph space for nodes that satisfy specification queries
and are reachable from the initial system configuration. This method is aso called model
checking. For a system composed of multiple components, the model checking algorithm
combines these models to build one graph representing the system overall behaviour that
is caled areachability graph. By traversing this graph, the model checking algorithm can
check the satisfaction of a given query against the given system model. However, for the

algorithm to terminate, the reachability graph must be finite, otherwise termination would



not be guaranteed, and the model checking problem would be undecidable. The
advantage of this method is its complete automation, and the user does not need to be an
expert in formal methods. New theoretical advances in model checking allow engineers
to guarantee certain properties about the models of such systems using aformal approach.
Model checking techniques can be automated to improve the work of the software
engineer. Timed Automata (TA) theory [5], in particular, has provided many practical
resultsin this area. However, there is still a gap between a system model that is checked
as an abstract entity, and the actual system implementation code to be run on a target
platform. More work is still needed to prevent errors from creeping into the fina
implementation as the programmer translates the requirements captured and modeled in
TA into code. TA and other formal methods have showed promising results, but they are
still difficult to apply and have limited power when the complexity of the system under
development scales up.

A different approach to deal with these issues considers using Modeling and
Simulation (M&S) to gain confidence in the model correctness. The use of M&S is not
new, and systems engineers have often relied on these methods in order to improve the
study of experimental conditions during model definition. The construction of system
models and their analysis through simulation reduces both end costs and risks, while
enhancing system capabilities and improving the quality of the final products. M&S let
users experiment with “virtual” systems, allowing them to explore changes and test

dynamic conditions in a risk-free environment. This is a useful approach, especially



considering that testing under actual operating conditions may be impractical and, in
some cases, impossible. Nevertheless, no practical, automated approach exists to perform
the transition between the modeling and the devel opment phases, and this often results in
initial models being abandoned, resulting in increased initial costs that project managers
try to avoid. Simultaneousy, M&S frameworks are not as robust as their formal
counterparts.

Using M&S for RT systems enables testing real life scenarios, even for those casesin
which real-life testing might be too costly or impossible to achieve [6]. If the models used
for M&S were formal, their correctness would aso be verifiable, and a designer could see
the system evolution and its inner workings even before starting a simulation. Another
advantage of executable models is that they can be deployed to the target platform, thus
giving the opportunity to use the model not only for ssmulations, but also as the actual
implementation deployed on the target hardware. This avoids any new errors that could
appear during the implementation from transformation of the verified models into an

implementation, thus guaranteeing a high degree of correctness and reliability.

1.1 Objectives

Considering the issues in the previous section, RT system designers need a methodology
to help them in the modeling and analysis of any complete design of an RT system. It is
useful if the same methodology can be used to formaly verify a system against its

requirements, and also used to simulate individua scenarios. Finally, after complete



verification of the correctness of the designed system, the methodology should ensure
that the exact verified design could be deployed and executed on the target platform.

The objective of this thesis is to provide such a practical methodology to build and
verify RT systems. This methodology uses two main formalisms to model systems
specifications. The first one of them is the Discrete Event System Specifications (DEVS)
formalism [7], which is based on systems theory. DEVS is the most general discrete
event specification, and one can build complex models as a composite of different
methods for the various components (Cellular Automata, Petri Nets, Timed Finite State
Machines, Modelica, PDEs and other continuous components) that can be then translated
into a DEVS representation. These DEVS models can then be simulated using DEVS
abstract simulation algorithms. DEVS simplifies building complex models by its
hierarchical building of coupled models out of atomic models. DEVS models are directly
executable on many DEVS smulators including an RT DEVS kernel such as e-CD++
[8]. However, DEVS simulators lack formal verification capability and this was the
motivation to this thesis.

The second formalism used in our methodology is Timed Automata (TA) [5]. The TA
formalism, which is based on finite automata theory, was proposed to specify RT reactive
systems. TA provides a solid theory and algorithms for model checking, and many
existing tools implement these algorithms (for instance, UPPAAL, Kronos and others [9],
[10]). TA’s main concern is building an abstract formal description of the system that is

verifiable by model checking, and is not focused on smulating discrete systems; thus, its



tools lack many functions that usualy exist in DEVS simulators and alow simulating
different systems.

Given the strengths and weaknesses of these two formalisms, the objective of this
thesis is to develop a methodology that combines both formalisms to allow the designer
to model, simulate, verify, and deploy RT systems. This is achieved by guaranteeing the
correctness of the model with a methodology that verifies DEVS models with TA model-
checking techniques and tools. The verified DEVS models would then execute directly
on an RT DEV S kernel, thus eliminating the risk of introducing errorsin the final system
implementation on the target platform. This methodology gives a model-based approach
in which the user can move the original verified models to a target platform to execute
them in RT without any changes. The resulting systems devel oped with this methodol ogy
would have a higher correctness and reliability of the actual code executing in the RT
system. During this research this concept is demonstrated in actual elevator controllers

running in real-time scenarios.

1.2 Originality of the Research

The originality of this research relies in the introduction of a new practical methodol ogy
to verify DEVS models. The methodology introduced here differs from other existing
approaches in that it targets the verification of classic DEVS models and not a subset of
DEVS formalism. This allows the modeller to use the classic full DEVS formalism and
makes this methodology a good option to be used in an embedded systems devel opment

lifecycle methodol ogy.



The verification of DEV S introduced in this thesis is done on multiple stages. First, it
defines a new class of DEVS, called RTA-DEVS, which is close to classic DEVS in
semantics and expressive power. Then, the methodology defines a transformation to
obtain a TA that is behaviourally equivalent to RTA-DEVS. The advantage of doing so is
that many classic DEVS models would satisfy the semantics of RTA-DEVS models.
Thus, they could be simulated with any DEVS simulator. Likewise, it could be
transformed to TA to validate the desired properties formally. RTA-DEVS is close to
general DEVS, in its expressiveness, nevertheless, as we will show later in the
methodology, it is averifiable subset of DEVS.

The second stage in the verification deals with the approximations and abstractions
carried out for transforming DEVS models into RTA-DEVS. To assess their effect on
verification accuracy, we propose a method to estimate if any errors were introduced
during the transformation that may affect the verification step, or the validity of the
resulting RTA-DEV'S model.

A new approach is also introduced to build on the above results to enable the formal
verification of hybrid systems (composed of discrete and continuous components) built
with DEVS formalism. All of these research topics are original research ideas that have

not been found in the literature of this domain.

1.3 Structure of the Thesis

Thisthesisis structured as follows: Chapter 2 provides the reader with areview of the

state of the art of literature related to the research. In this chapter, we also introduce the
8



main concepts used, including an introduction to the DEV'S formalism, related work of
different approaches used to verify DEVS models, an introduction to Timed Safety
Automata, and to the QSS method, which will be used to model continuous systems with
discrete DEVS models. We aso introduce a summary of this thesis contribution in this
chapter.

Chapter 3 presents the proposed RTA-DEVS formalism, and it shows how it is
mapped to TA for the purpose of formal verification. An example is introduced to show
the proposed methodology and algorithm. We also describe a method to transform DEV'S
models to RTA-DEV S with the ability to tell if this transformation would cause an effect
to verification results.

Chapter 4 discusses the work to verify hybrid systems built with Quantized State
Systems method QSS and DEV' S components.

In chapter 5, we present the conclusion for this research, and potential future research.



Chapter 2: Survey of Sate of theArt

In this chapter, we will introduce a brief state of the art related to our thesis research.
This includes a brief introduction to DEV'S formalism, coverage of different techniques
that have been used in literature for verification and testing of DEVS models, a brief
introduction to timed automata theory and formalism, and an introduction to a topic of
interest to our methodology that is modeling hybrid systems with a discrete event
representation using DEV S components.

These topics would congtitute an essential background to understand our

methodology and to introduce our thesis in the following chapters.

2.1 Discrete Event System Specification (DEVS).

DEVS [7] is an accepted framework for understanding and supporting the activities of
modeling and simulation. DEV Sis a sound formal framework based on systems theory. It
includes well-defined coupling of components, hierarchical, modular construction,
support for discrete event approximation of continuous systems, support for stochastic
systems, and enables component reuse. DEV'S theory provides a rigorous methodology
for representing models, and it does present an abstract way of thinking about the world
independent of simulation mechanisms, underlying hardware and middieware. A real
system modeled with DEVS is described as a composite of sub-models, each of them

being atomic (behavioural) or coupled (structural).
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The basic modelling unit of DEVS is caled an atomic model. A DEVS atomic
component is formally defined as:

AM =< X, S, Y, Oext, Oint, 4, ta > (Eq. 2.1)

Where:

X: aset of externa input event types

S asequentia state set

Y: an output set

Jext: Q X X — S an external transition function

Where Q isthetotal state set of M ={(s, €) | s € Sand 0 < e<ta(s)}

Jint: S— S aninterna transition function

A: S— Y, an output function

ta: § — Ry, atime advance function

Wherethe R*y ., is the non-negative real numbers with oo adjoined.

An atomic component AM is a model that is affected by external input events X, and
it generates output events Y. The state set S represents the unique description of the states
of the model. The internal transition function d;x and the external transition function dex
compute the next state of the model. If an external event arrives at elapsed time e which
isless than or equal to a value specified by the time advance function ta(s), a new state s’
is computed by the external transition function de¢. Then, a new ta(s’) is computed, and
the elapsed time e is set to zero. Otherwise, if no external event arrives before the state

lifetime elapses, a new state s’ is computed by the internal transition function dix. In the

11



case of an interna event, the output specified by the output function / is produced based
on the state s. As before, anew ta(s’) is computed, and the elapsed time e is set to zero.
Figure 1 illustrates the state transition of an atomic component. This diagram
describes the behaviour of an atomic model as sequence of steps indicated by the
numbers on the diagram. In the first step (1) on the diagram, the atomic component isin
state s for a specified time ta(s). If the atomic component passes this time without
interruption, it will execute its output function A(s) (step 2) to produce an output y (step 3)
at the end of this time and will change state based on its di,; function (compl ete transition)
to state s’ in step 4, and then this new state becomes the component state and we consider
it as state s which now is the component state (this is indicated by the dotted arrow from
s to s on the bottom of the diagram) . Continuing from this new state s, if the
component receives an input x (step 5) during the state s time life ta(s) it will change its
state which is determined by its dex function (step 6) and does not produce an output
(incomplete transition). Again we consider this new state the component state s (this is
indicated by the dotted arrow from s’ to s on the left of the diagram) and the component

walits in this state for the next event to repeat the previous cycle.

12
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Figure 1: DEV S atomic component state transition sequence (extracted, with

permission, from[7]).

A coupled model connects the basic models together in order to form a new model.
This model can itself be employed as a component in a larger coupled model, thereby
allowing the hierarchical construction of complex models. The coupled model is defined
as:

N=<X,Y,D,{Mq|deD}, EIC, EOC, IC, SELECT > (Eq. 2.2)

Where:

X={(p,Vv) |p € IPorts, v e X5} isthe set of input ports and input values for these ports,

Y={(p,Vv) | p € OPorts, v € Yy} isthe set of output ports and output values for these
ports;

D isthe set of the component names.
e Each component d is a DEVS model, we express each component as d € D with

its DEV S atomic modd defined as;
13



Ma = (X4, Yo, S Sint, Oext, 4, ta)
Where Xy ={(p,v) | p € IPortsy, v e Xp},
Ya ={(p,Vv) | p € OPortsy, v € Yp}
The component couplings are subject to the following requirements:
External input coupling (EIC) connects externa inputs of the coupled modd to
component inputs,
EIC < {((N, ipn), (d, ipg)) |ipn € IPorts, deD, ipgelPortsg} ;
External output coupling (EOC) connects component outputs to externa outputs,
EOC < {((d, opg), (N, opn)) | opne OPorts, deD, opge OPortsg};
Internal coupling (IC) connects component outputs to component inputs,
IC <{((a, opa), (b, ipy)) | &, beD,0p.c OPorts,, ippe IPorts};
SELECT: 2" — M, the tie-breaking selector
A coupled DEVS model is defined with the restriction that no feedback loop is
allowed, i.e. no output port of acomponent should be connected to one of itsinput ports.
A coupled model N consists of components M; which are atomic components and/or
coupled models. The influences |; and the i-to-j output tranglation Z; ; define three types of
coupling specifications as follows. The external input coupling EIC connects the input
events of the coupled model itself to one or more of the input events of its components.
The external output coupling EOC connects the output events of the components to the
output events of the coupled model itself. The interna coupling IC connects the output

events of the components to the input events of other components. In these definitions, I;

14



represents set of components that are connected to the input, while Z;; represents any
connections from an output of a component to the input of another component. The
SELECT function is used to order the processing of the simultaneous events for
sequentia events. Thus, all the events with the same time in the system can be ordered
with this function.

Figure 2 shows a hierarchical DEVS model. This model is composed of two atomic
components (Generator, Buffer and Processor) and two coupled models: the top model
contains the generator atomic component and the BUF-PROC coupled model, the BUF-
PROC coupled model includes two atomic components. BUF and PROC. The port
connections are also visible in the figure. For example the output port “out” of atomic
component PROC is connected to the “done” input port of the BUF atomic component
within the same coupled model and is also connected to the output port of its parent

coupled model which connects this output to the Top model output port.

BUF-PROC
e " pur [outsinf proc Jout L jout,

Figure 2: DEVSModel Hierarchy.

DEVS models are executed inside a DEVS simulator or executer. This simulator
loads the DEVS model, reads any external event that may exist, and executes the

transition functions defined in the DEVS model. Any output generated from the DEVS

15



model is produced to the environment from the DEVS simulator. Some examples of
DEVS simulators are CD++ [11], PowerDEV'S [12], adevs [13] and DEVSJIAVA [14].

DEVS simulators are also available to run on embedded platforms allowing DEVS
models to run as embedded software in RT. Some initial work on executing DEVS
models in real time was done in [15] to execute DEV'S models on a chip. More advanced
simulators were developed, for example PowerDEV S [16]. PowerDEV S has the ability to
execute models on a RT operating system with synchronization of simulation time to RT
clock. With its ability to model continuous systems within DEV'S, the RT execution of
DEV S alows simulation of physical systemsin RT.

RTDEVS/CORBA [17] isaRT simulator designed to model and simulate large-scale
distributed RT systems. This simulator supports the concept of model continuity that
means the same model of a system can be used through all design phases. This simulator
provides RT modeling & simulation environment so that the system under study can be
simulated with its environment model in real-time. Zeigler in [7] describes the internal
architecture of such RT simulator and some differences of RT simulator from the classic
DEVS simulator to increase performance and enable interaction with underlying
operating system to support concurrent execution threads.

E-CD++ [8] is an embedded DEVS simulator that can execute DEVS models in RT
and interacts with external sensor and actuators as shown in a case study in [18]. Using
DEV'S models as executable models on an embedded platform closes the gap between

modeling and implementation, thus avoiding errors that may be introduced by the manual
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tranglation of models into executable code. This approach can be greatly enhanced with
the ability to validate DEV S models not only through simulation, but also with the ability
to formally verify the model against the initial requirements. In this case, DEVS models
would be proven free of defects, and its direct execution on embedded platform
eliminates any possible creep of defects into the executed code. The goal of this thesis
therefore, is to present a robust methodology to formally verify DEVS models using
different formal techniques and methods, and giving the system modeller a robust method

to estimate the effect of any approximations necessary to achieve that goal.

2.2 Timed Automata (TA)

A Timed Automaton can be defined asin [10]:
A =(N, I, E, 1) (Eq. 2.3)

— N isafinite set of locations (or nodes),
— 1o, € Nistheinitial location,
—EcNxf(C) xX x 2° xN isthe set of edgesand
—I: N—>f(C) assignsinvariantsto locations

Here, Cisaset of clock variables (with X, y,... representing clock variables from the set
C). Weuse a, b, etc. to represent the actions from a set of the finite alphabet X. Let us
assume a finite set of real-valued variables C ranged over by clocks x, y,... and a finite
alphabet X (with actions a,b,...). Let us call a clock constraint to a conjunctive formula of
atomic constraints of the form x~n or x-y ~ n where x,y are clock variables, ~ is one of {<,

<, =, >, >} and nis a natural number. The clock constraints can be used on transitions,
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where they are called guards; or in a location (state), where they are called invariants.
Invariants are constraints on the form x < n, or x< n to restrict time spent in a TA
location. S(C) denotes set of clock constraints. We use the notation u -| I(I) to mean that
clock vauation u satisfies the invariant defined in location |. We also definea TA state as
apair of (location, clock valuation) such as (L,u).

TA are Timed Transition Specifications in which the states are pairs <L,u>, where L is
alocation, and uisaclock valuation. We write | —32* 5 |"when (I,g,ar,l) e Ewithga
clock constraint, a an action, and r a set of clocks to be reset to zero.

TA uses two types of transitions:

- Delay Transitions: < L,u> _d ., L,u+d >, where the time passage d causes a

transition from a start location L to an end location L if uq I(L) and (u+d){ /(L).
- Action transitions: <L, u>—2 < L',u’ >, Where an action a causes a transition from

astart location L, to an end location L’, and u’ -| I(L).
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Figure 3: Timed Automaton

An example of atimed automaton is shown in figure 3. This model represents a light
that can be either off, operating in red mode, or in white mode. The light changes modes
depending on the user pressing the light switch button. From the red mode if the switch is
pressed twice within 5 seconds, the light goes to white then to off, otherwise it goes to
white then back to red. In order to do that, the TA uses three states. LightOff is the initia
state, which represents that the light is turned off. The transition out of WhiteLight to
LightOff has the a guard x < 5 which enables the transition only while clock x value stays
less than 5 time units, whenever a synchronization signal arrives on channel press. States
could also have clock constraints and in this case, they are called invariants. In this case,
time is alowed to pass in a state while the clock values satisfy the invariant. Once the
invariant is not satisfied, the automaton would leave that state and enable a transition to
another state, in which current clock values would satisfy that state invariant. TA is

suitable for modeling discrete systems with continuous time. These systems could be
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composed of asingle TA model, or multiple models that interact together. The latter case

iscaled anetwork of TA.

2.2.1 TA and Model Checking

One of the most successful techniques for systems formal verification is model checking
[19]. In this method, the system to be verified is modeled by a suitable formalism such as
I/O automata or TA, which can be represented in a graphica notation. Each state of the
model assumes some valid system property(ies) at this state.

System requirements are specified as a tempora logic formula called query. The
model checking technique then uses an algorithmic approach to traverse the model
graph, and it checks the satisfaction of the query against the properties defined at each
state. For a system composed of multiple components, the model checking algorithm
combines these models to build one graph representing the system overall behaviour that
is caled areachability graph. By traversing this graph, the model checking algorithm can
check the satisfaction of a given query against the given system model. However, for the
algorithm to terminate, the reachability graph must be finite, otherwise termination would
not be guaranteed, and the model checking problem would be undecidable. With timed
formalisms such as TA, the time elapse is modeled by a continuous clock variable. This
variable value increases when TA is waiting in a state. Even for a bounded Real interval,
the number of Real values would be infinite as shown by the famous Cantor’s diagonal
method. However, TA model checking for finite state machines [20][21][22] was enabled

by extending symbolic model checking techniques [23][24] to build a finite reachability
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graph with continuous time. Nevertheless, the state explosion problem still limits the size
of actual problems that can be solved. The state explosion problem is a term describing
the exponential growth of the reachability graph size with the growing number of
components and states of each component in a network of TA. This renders the
techniques of model checking practically limited to small and medium industrial
problems unless combined with other techniques to overcome this exponential growth of
the reachability graph.

Recent techniques to reduce this problem have been proposed and these results were
implemented in anumber of tools for TA model checking with a success to check model's
of increasing sizes. One of these tools is UPPAAL [9][10] that have extended TA with
integer variables, urgent channels and user-defined functions. These extensions increase
the conciseness of the model, but not the expressiveness power as shown in [25].
UPPAAL uses a subset of TCTL (Timed Computation Tree Logic) [24] to specify
queries for propertiesin the TA model.

Timed safety Automata is the version of TA used in the UPPAAL model checker
[10]. This thesis used this class of TA as it suffices for the verification purpose to
represent DEVS models and it is verifiable within UPPAAL tool.

In the methodology introduced in thisthesis, if UPPAAL (or any other model checker)
faces a problem of state explosion, and no answers can be obtained in finite time, the user
can use model checking on a rough abstract of the system. From this step, some

requirements may not be satisfied in the rough abstract model. These would generate a
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trace that can be used as a seed input to a simulated mode to test the models using DEVS
simulation. Subcomponents can be verified using TA model checkers, improving the

overal quality of the system.

2.3 Related work on DEV S verification techniques.

There have been severa proposals to verify DEV'S models, ranging from formal model -
checking of restricted classes of DEVS, the generation of traces from DEV S models for
testing, the specification of high-level system requirements in TA (and verifying DEVS
model against those requirements), or introducing clock constructs to DEV'S to conform
with TA. In this section, we give an overview of these techniques and compare different
approaches. From this comparison, we show how the methodology introduced in chapter
3 closes an existing gap in current techniques.

In [26], Wainer et a. presented the verification of DEVS models, checking the
consistency of model structure, the correct coupling of components, and the correct
definition of the transition functions. These checks were done statically before executing
the models and introduced a component to monitor execution for some verification.
However, this approach has a limited ability, as it needs to simulate all possible
executions of amode to verify al interactions with the model.

In [27], Hernandez and Giambias showed that verification of genera DEV S models
through reachability analysis is undecidable. They based their deduction on building a
DEVS model that simulates a Turing machine. Since the halting problem for Turing

machines is undecidable (i.e. with only static analysis, we cannot know if a Turing
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machine would be in a halting state after execution), Hernandez and Giambiasi concluded
that this is also true for DEVS models. Therefore, if we start from an initia state in the
DEVS model, we cannot know if we would reach a particular state, and hence
reachability analysis for genera DEVS is impossible. However, reachability anaysis
would be possible only for restricted classes of DEVS with finite state space, as the
undecidability result was obtained by introducing state variables into DEV'S formalism
with infinite number of values.

Because of the above undecidability result, many approaches have created restricted
DEVS subclasses that are verifiable, and in some cases extend original DEV'S definition
with specific propertiesfor RT systems.

One of these approaches is the Real-Time DEVS formalism (RT-DEVS) [28] that
extends classic DEV'S definition by introducing a time advance function that maps each
state to a time-range with maximum and minimum time values. In [29], RT-DEVS was
used to model a RT system of train-gate-controller. Song and Kim introduced an
algorithm to build a timed reachability tree to check model safety analysis. This work
however did not focus on restricting infinite state-space of DEVS for reachability
analysis decidability, and it assumed practical RT-DEV S models simulated with modern
computers to be an approximation of general DEVS that enables decidable reachability
anaysis.

In another approach, Hwang defined a subclass of DEVS to enable verification

analysis of its models. This was called Schedule-Preserving DEVS (SP-DEVYS)
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[30][31][32][33]. SP-DEVS puts the following restrictions on DEVS to obtain finite
reachability graph and thus a decidable reachability anaysis:
e Thesetsof states, input, and output events are finite.
« Thelifespan of astate can only be arational number or an infinite time value.
e Preserving the interna transition function schedule after taking any external
trangition, i.e. if a state transition is caused by an input event, the lifespan and
elapsed time are preserved after moving to the new state [33].

These restrictions limited the expressiveness of SP-DEVS to be less than that of
classic DEVS; in particular, the last restriction above. Moreover, this restriction caused a
problem known as OPNA (Once an SP-DEVS model becomes Passive, it Never returns
to become Active), as shown in [30]. This problem results from the restriction of
preserving the schedule of the interna transition. Hence, if that schedule was infinity, any
subsequent external event will not be able to change it; thus, any passive state can never
be interrupted (by the means of assigning afinite time advance value to it).

To solve these issues with SP-DEVS, another sub-class of DEVS was introduced,
called Finite-Deterministic DEVS (FD-DEVS) [34]. In this work, Hwang mapped the
time advance function states only to rationa numbers, and prohibited the external
transition function to use the elapsed time to compute its result. It also removed the
previous restriction of SP-DEVS of preserving the interna schedule, thus avoiding the
OPNA problem. With the other restrictions, reachability analysis of FD-DEV'S became

decidable. Hwang in [34] aso introduced an agorithm for verification through
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reachability analysis similar to the algorithms and techniques used for TA. However, the
restrictions introduced in FD-DEVS for the definition of its external function restricted
the expressiveness of FD-DEVS to be much less than classic DEVS. The reachability
analysis algorithm introduced for FD-DEV S uses similar techniques as TA, while Hwang
and Zeigler in [34] have not claimed an advantage over TA reachability algorithms and
tools in time and space complexity. Thus, this approach lacks the support of robust TA
model checking tools like UPPAAL or KRONOS, without gaining a tangible advantage.

Another approach for verifying another class of DEVS which is RT-DEVS, is done
using TA and UPPAAL. Using this approach, Furfaro and Nigro[35][36] and Cicirelli
and Furfaro [37] introduced a transformation from RT-DEVS to UPPAAL. This
transformation allows Weak synchronization between components of TA model as RT-
DEVS semantics uses Weak synchronization. Once the transformation is done, one
obtains a TA model that can be verified with available tools for TA model checking.
However, the transformation given did not formally show an equivalence of timed
behaviour between RT-DEVS and TA models, and did not introduce a mechanism to
approximate irrational values that may be defined in RT-DEVS models, or how to
evaluate the impact of such approximation on verification results.

The work presented in [38] by Han and Huang used a different approach to
verification of classic parallel DEVS models, based on a method to map DEV S models to
TA. However, this was different from the previous approaches, as in this approach, the

conversion method mapped both DEVS model and also a representation of the DEVS
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simulator to TA. The approach suggests trace equivalence as the basis for parallel DEVS
and TA model equivalence. This approach considers not only the DEVS model, but also
the execution engine semantics and structure to be part of the transformation to TA. As
Zeigler et a. shown in [7], in a DEVS simulator, every atomic component has a
coordinator component responsible for routing messages from and into the atomic
component. Hence, in the verification approach of [38], each atomic model translated to a
TA would also need a model of its coordinator translated to TA. Thus, a coupled model
composed of n atomic DEV S components translated to TA by this approach would also
need at least n+1 local coordinators interacting with the globa coordinator of the
simulator. As each introduced coordinator contains few states and transitions to mode! its
behaviour, the introduction of these n+1 coordinators increases the total number of states
in the resultant TA model exponentially, and this adds to the state-space explosion
problem. This would limit the practical size of any problem that can be verified by this
approach. Another drawback is the notion of trace equivalence between Timed Transition
Systems (TTS) as shown by Aceto et al. in [39] . This equivalence is less suitable for
reactive systems as it may not reveal subtle errors in the models that would not be
observed externally. This was shown in [39] by Aceto et a., as well it was shown that
only bi-ssimulation equivalence can reveal such errors. Also Timed Computational Tree
Logic TCTL, which is used to model queries in timed model checking tools such as
UPPAAL and Kronos, is not preserved by trace equivalence. This means TCTL queries

that are satisfied on TA model may not be satisfied on the original DEV'S mode.
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Dacharry and Giambiasi [40] introduced a similar approach based on TA to verify
subclasses of DEVS formalism. They introduced a new class of DEVS caled Time
Constrained DEVS (TC-DEVS), which expanded the DEVS atomic model definition
with multiple clocks incremented independently. Classic DEVS atomic models can be
seen as having only one clock that keeps track of elapsed time in a state, and is reset on
each transition. TC-DEVS also added clock constraints similar to TA (functioning as
guards on external and interna transitions). However, it expands on TA guards by
allowing clock constraints as state invariants to contain clock differences. TC-DEVS is
then transformed to an UPPAAL TA model. However, there is no restriction on the
constant values defined in TC-DEVS to be rational numbers. Hence, the resulting TA
model from transformation of general TC-DEVS formalism may have undecidable
reachability.

Other than proposing verifiable subclasses of DEV'S, some other approaches used TA
to model high-level system requirements while using the DEVS formalism to model
lower-level system design. Then these approaches would build a refinement relation
between aDEV'S model and a TA model. This approach was followed by Giambiasi et al.
in [41]. System requirements are then verified through the simulation of the DEVS
model. This approach differs from others in that it does not use forma methods to verify
DEVS or TA models, but relies on exhaustive testing through ssimulation of scenarios.
The problem with thisisthat it is very difficult to cover all scenarios for a system, and it

IS aresource-intensive exercise to cover even a portion of these scenarios.
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Other approaches use semi-formal DEV'S verification techniques. Hong and Kim [42]

and Labiche and Wainer [43] proposed to anayze the DEVS model formally, and then to

generate test scenarios that can be used to verify the DEVS models. These testing

scenarios or segquences are generated from model specifications and then applied against

the model implementation to verify the conformance of implementation to specifications.

A summary of these approaches along with this thesis approach is shown in table 1.

Table 1: Related Work of DEVS Verification and Contribution

Verification Modelling Ability to Verify Coverage of | Coverage of | Disadvantages
Method Formalism classic DEVS | Hybrid
Safety Bounded Deadlock | Verification DEVS
Liveness Freedom Models
Verification
Static checks | DEVS NO (No | NO (No | No No No Runtime
and runtime exhaustive | exhaustive monitoring
monitoring checking) checking) cannot
[17] exhaustively
check all
scenarios.

Reachability RT-DEVS Yes Yes Yes No treatment | No No Tool support
tree of irrational
construction values.
Reachability SP-DEVS Yes Yes yes No No No Tool Support
tree
construction
Reachability Finite- Yes Yes yes No No lacks the support
tree Deterministic of robust TA
construction DEVS (FD- model checking

DEVYS) tools like
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UPPAAL or

KRONOS
UPPAAL TA | RT-DEVS Yes Yes yes No treatment | No No Proof of
of irrational behavioral
values. equivalence.
TA classic paralled | Yes Yes yes No treatment | No Used trace
DEVS[46] of irrational equivalence
values. notion which is
weaker than
bisimulation
equivalence.
Modeled
execution engine
aong with the
system  model
which increases
state-space
growth and
verification
complexity.
UPPAAL TA | Time Yes Yes yes No No No
Constrained transformation
DEVS (TC- from DEVS to
DEV9)[49] TC-DEVS.
Test cases | DEVY50] Yes No No No No Cannot work on
generation (partialy), abstracted DEV'S
asit isvery model to reduce
costly the problem size.
UPPAAL TA | RTA-DEVS Yes Yes Yes Yes Yes
(Thisthesis)
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The techniques we showed so far concern the verification of hard real-time systems.
In these systems, we cannot tolerate any response missing its deadline. However many
real-time systems can tolerate some occasional missing of deadlines, and in this case, the
system can still perform its function with some degraded performance. These system are
called soft real-time. In these systems, a verification question would be “with probability
0.99 or better, the system would respond within 10 time units”. Answering this question
requires modeling the system in a formalism that allows probabilistic behaviour such as

stochastic DEV'S [44] and Probabilistic Timed Automata [45].

2.4 Hybrid DEVS models

Hybrid models are particularly important in modeling digital control systems where the
controlled environment obeys the laws of physics, while the controller can be a digita
discrete system or a combination of both digital and analog. The study of such systems
requires the verification of the resulting hybrid system.

A major problem in verification of hybrid systems is the lack of a unified theory to
model and solve both continuous and discrete components together [46]. As a resullt,
modeling and simulation is still one of the most useful methods to verify this kind of
systems [47] [48] [49]. Hybrid systems simulation was enabled within the DEVS
formalism by using a new method, called Quantizes State System (QSS) that will be
covered in section 2.4.1, which allows modeling continuous components [50][51][52].

However, simulation does not guarantee the absence of defects from the system under
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study. Simulation verifies the system for particular scenarios chosen by the system tester.
As many hybrid systems are embedded in nature, and their falure could cause
catastrophic results, it is of most importance to verify these systems for their adherence to
requirements and their absence from defects. Formal methods can be used to provide
such a guarantee. In doing so, a hybrid system needs to be modeled and verified within a
formal framework.

In order to use this algorithmic method (model checking through reachability analysis)
to verify hybrid systems, the focus would be to find a suitable finite abstraction of the
hybrid system that could be verified, and hence the reachability algorithm could be
guaranteed to terminate. Different types of labelled transition systems were proposed to
model hybrid systems abstractions including Petri Nets [53], hybrid automata [54] and
TA[4].

Some research has used hybrid TA for modeling hybrid systems and verifying them.
This type of automata describes the system with a Timed Labelled Transition System
(TLTS) and linear differential equations [54]. However, as Henzinger et a. shows in
[55], Hybrid TA verification through reachability analysis is not decidable in general. For
this reason, recent research has concentrated on modeling the hybrid system in some form
with a decidable verification such as TA. In doing so, a technique must be used to model
the continuous component in a discrete finite form. As continuous system variables are
real values and dense in time (i.e. time scale is continuous and we have infinitely many

time points in any bounded interval), their state space could be infinite. An
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approximation to a finite representation is needed to enable the decidability and
termination of reachability analysis. Many techniques have been proposed to approximate
the continuous-time systems into a discrete representation of TA [56] [57][58][59].
Although DEVS is a discrete-event system specification, some work has been done to
represent continuous systems in a discrete format that can be modeled and simulated with
DEVS. One of these methods is Quantized State Systems (QSS) method [51]. Using QSS

enables modeling and simulation of hybrid systems with DEV S formalism.

2.4.1 The Quantized State Systems (QSS) method

This section is devoted to give a general introduction to the QSS method, as introduced in
[50] and [51]. The QSS is an approximation method to model and simulate continuous
systems, which are usually modeled with Ordinary Differential Equations (ODE) and
Algebraic Equations. This combination of equations describing the system behaviour is
generally called Differential Algebraic Equations (DAE). Obtaining a detailed description
of the system behaviour entails solving these equations simultaneously. In doing so,
many different techniques of numerical integration have been proposed to solve ODEs;
namely Euler, Runge-Kutta, etc [60]. These methods approximate the solution of ODEs,
and they limit the error to an acceptable range based on the choice of its discrete
integration step. All these methods rely on discrete-time integration of ODESs. In thisway,
timeisallowed to progressin small steps, and at each step, an approximation is computed
for the ODEs solution. When a system modeled by DAE has a discontinuity (i.e. a sudden

jump in its variables values with regard to time), the numerical integration method may
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produce unacceptable errors [52]. Unfortunately, this kind of discontinuity are normal
properties of hybrid systems, which can be seen as operating in different modes, each
described with a specific ODEs. An example of such a system would be a heating system
with an on-off thermostat switch; in this system, the ODEs describing the system in the
heating state (i.e.,, when the thermostat is in on position) are different from those
describing cooling state (i.e., the thermostat is in the off position).

The Quantized State Systems QSS [50][51][60] is a different method for
approximation, a quantization-based method that models hybrid systems as discrete-event
systems and not as discrete-time. In the quantization-based method, instead of fixing a
time step and calculating the value of the state variable at the next time step, we calculate
when the state variable reaches a certain value. This value is called a quantization level,
and the difference between two quantization levelsis called the quantum. Obviously with
a quantization-based method, the time it takes for a state variable to reach a quantization
level depends on the state variable slope. The greater the slope, the less time it takes to
reach the next level. This produces a variable time-step integration, which becomes an
advantage when the system has a vector of state variables, in which each variable has a
different change rate (slope). In this case, a variable with large slope would generate
more events per unit time, than a variable with a flat slope. As DEVS is an event-based
formalism, meaning it would only react to generated or received events, thus a dow-
changing variable would need less computations, than a rapidly-changing variable. This

event-based property of DEVS aso solves the above problem around discontinuities
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found while solving hybrid systems. In fixed time-step integration methods, the step
boundary has to exactly match the point in time in which the discontinuity (or a system
jump) happens. Otherwise, the integration would suffer major error if it assumes a
continuous trajectory around the discontinuity and handles this in single time step. This
problem however, disappears with discrete-event system simulation such as DEVS
because whenever an event triggers a discontinuous transition in the system state, DEVS
simulator would react to this event and calculate the system state resulting from that
event as discussed in [51]. Thus, the integration slope (which is a part of the system state)
before the event would be different from that after the discontinuity event. This would
guarantee the correct calculation of the system variables before and after the system
jump. Consider a continuous system modeled by a time-invariant Ordinary Differential
Equation (ODE), and its State Equation System (SES) representation:

X () = fIx@), u(®)) ] (Eq. 2.4)

Here x(t) € # " represents the system state vector such as (Xy(t),Xa(t),Xs(t), ...xn(t)) and
ut) e " represents an input vector , which is a known piecewise constant function.
With the QSS method, we simulate an approximate system, which is called the Quantized
State System:

x (1) = f[a(t), u(t) ) ] (Eq. 2.5)
Where q(t) is a vector of quantized variables (qi(t), d2(t), ..., gn(t)) that are obtained

with the quantization function g from the state variables x(t).



Each component of q(t) is related to the corresponding component of x(t) by a

hysteretic quantization function, which is defined here as given in [51]:

“Definition 1. Let Q = {Qo,Q1, ...,Qr} be a set of real numbers where Q-1 < Qxwith 1

<k<r.

Let Q be the set of piecewise continuous real valued trajectories and let x; € Q be

a continuous trajectory. Let b: Q — Q be a mapping and let g = b(x) where the

trajectory g satisfies:

Q, Iift=t,
f) = Qk+1 if Xi(t):Qk+1/\qi(t_):Qk/\k<r
qi (1) = Q. ifx()=0Q,-sAq(t)=Q k>0
qi(t_) otherwise
Where:

Qm: istheinitial quantization value at start of time to.

Qk+1: is the next quantization level at timet if the function slope is positive and
last quantization level the function has crossed was Qx.

Qk-1: is the next quantization level at timet if the function slope is negative, the
last quantization level the function crossed was Qx, and the function value x;(t) is
less than quantization level Qx by the hysteresis valuee.

tisapointintimesuchthat t <t

Theindex mis described by:

0 if x(t,)<Q,
m=<r if X;(t;) = Q,
j if Q, SXi(to)<Qj+1
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Then, the map b is a hysteretic quantization function.

The discrete values Qi are caled quantization levels and the distance between two
successive quantization levels (Qw:1 — Qi) is defined as the quantum, which is usually
constant. The width of the hysteresis window is ¢. The values Qg and Q; are the lower and
upper saturation bounds. Figure 4 shows a typica quantization function with uniform
quantization intervals.” [51]

As shown in figure 4, a hysteresis function approximates a continuous linear function
xi(t) by outputting a number of discrete levels. The crossing of the continuous function to
a quantization level generates an output. Notice however that the output value chosen of
xi(t) differs when the continuous function x(t) increases from that when the function
decreases. This difference or delay is the hysteresis window ¢. Hence an output is
dependent not only on the value of the function x(t), but also on the history preceding
this value. The use of hysteresis function is typically to prevent rapid switching of output

if value of x;(t) fluctuates around some quantization level Q.

Figure 4: Quantization Function with Hysteresis (extracted, with permission, from [51]).
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A DEVS model that solves (Eq. 2.5) by integration is called a quantized integrator

and can be written as follows [51]:

M1=(X,Y,S, dint, dext, A, ta), Where: (Eq. 2.6)

X =R x {inport}

Y = Rx {outport}

S= R?x Zx R0

On(S) =on(X d, k, ) = (X *+0 -d, d, K +sgn(d,) 7.)

0ee(S, € X,) = 0ee(X, Oy, k, 0, €, x,, pOrt) =(x +e -d, X, &, 0,)

j‘(S) = j‘(X’ dx) k) 0-) = (Qk+sgn(dx), OUtpOTt)

tas) =tax, d, k,0) =c

Where:
R*o0 : Arethe positive real numbers
{Inport}: Set of Input ports.

{Outport} : Set of Output ports.
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Qk+2_(Qk+1) If dX>0
dx
o1 = Qk_(Qk—l_g) if dy <O and
|dx|
= if dy =0
Q. ., —(x+edy)
k+l X if x, >0
Xy
Xx+edy)—(Q, —¢
o2 = ( x)~(Q =) if x,<0
x|
o0 |f XV:O

A static function f(z1, . . ., o) can be represented by the DEV'S model:

M,=(X, Y, S, 6, e, 4, ta), Where
X=Rx {inporty, . .., inportp}
Y =R x {outport}
S=RP x R0
0u(S) =0z, ..., 2, 0)=(z,...,2Z,0)
0u(S, € X) = Jeulza, - - -, Z, 0, €, x., POrt) =
(z,..., Z,0)

AMS) =Mz ..., 2, 0)=(fz, ..., Z, G), outport)

ta(s) =ta(z,...,z,0) =0

Where
5_ X, if port=inport,
Z otherwise
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As indicated in [51], this combined DEVS model of M; and M, simulates the QSS
system.

Figure 5 shows a DEV'S coupled model for a QSS model as defined by (Eq. 2.6) and
(Eq. 2.7). The Model M defines the integrator and the quantization function. This model
has an input set X which contains pairs of (Real number, inport number), an output set Y
that contains pairs (Real number, outport number), and a set of system states S that
represents different states which the QSS system would have. Each state is represented
with a tuple of the form (x,dy,k,0) where x is the state variable value, dy is the state
variable rate of change (slope), k istheindex of the current quantization level Qy, and o

isthe state lifetime.

uftl . En’..-.-':_l_-.'l_'_lé”— AfEl m ' qre/
==l o Nl

—_—e
LN CDAG | I
i

Figure 5: QSS Block Diagram M odel

The behaviour of model M; is determined by its transition functions 6..(S) and d..(s, €,
X). The function d..(S) defines the internal transition function. This function transfers the
system from its current state to atarget state, and is executed when the state lifetime has
elapsed. The target state of this function is always the next quantization level, which is

expressed as the integration X + .0y = Qu+signx) = Qk+1 (in case of a positive slope dy).
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The lifetime of this target state o1 is the time needed to reach the next quantization level
Q«+2 and is calculated as shown above in (Eg. 2.6). J..(S, €, X) defines the external
transition function, and it istriggered whenever an input reaches an inport. In this model,
theinput isapair (x,,port) where x, is the slope calculated as x, = f(q(t),u(t)), as shownin
the diagram of Figure 5. The target state of this function is a new state with an updated
value of the state variable x+1 = X+e.dx, new slope x,, and a new calculated lifetime o,
equals to the time needed to reach the next quantization level. A(s) in M1 is the output
function and when triggered, it sends the value of the current quantization level to the
outport. M, models a static function that accepts q(t) and u(t) as inputs and calculates
f(a(t),u(t).

An example of the quantization of an exponential decay function is shown below. The
continuous representation of the function is shown in figure 6, its linear approximation as
defined by the QSS method is shown in figure 7, while its quantized representation is
shown in figure 8.

In this example, the quantum (the difference between two successive quantization
levels) is taken to be dQ=1, and a set Q has 11 quantization levels Q =
{0,1,2,3,4,5,6,7,8,9,10} . The system starts with an initial state variable value of 10. As
formally described in (Eq. 2.6) and (Eq. 2.7) the QSS approximates the continuous
function with linear segments, each segment extends between two consecutive
guantization levels. Whenever this approximation crosses a quantization level, the output

function is triggered and sends an event containing the current value of this quantization
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level. The linear approximation to the decay graph is shown in Figure 7. The discrete
levels generated by this linear approximation, through QSS model, are shown as constant
segments in figure 8. Details of QSS model and solution for this function will be

discussed in more detail in chapter 4.
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Figure 6: Continuous function of exponential Decay

X(t)

11
10

7

 E—
S

-ﬁ-%\—\.‘

o ————

OR NWR VN ®©

T T T T 1
0 5 10 15 20 25 30 35

Figure 7: Linear approximation of Decay formula
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Figure 8: Quantized representation of Exponential Decay

2.5 Introduction to I nterval Arithmetic

In many scientific measurements and computations, getting an exact answer is
impossible. This is due to either uncertainty with measuring a physical value, or smply
because some mathematical quantities cannot be expressed with the finite floating point

representation in modern digital computers. Examples of this are rational numbers like

V2or m In this case, the computer representation of this value would be an
approximation. The difference between this approximation and the exact value is a
roundoff error. Performing arithmetic computations with these approximated values
produces an approximated answer as well. In many applications, scientists and engineers
like to know some bounds on the roundoff error. This led to the development of interval
arithmetic as away to say the true answer is somewhere between two numbers a,b which
constitute a closed interval [a,b] wherea <5 [62]. Aninterval [a,b] isaset {x| X € ¥, a
<x<b}. For example, we may calculate V2= 1.4142135623730950488016887242097

with 31 decimal digits. However, if we have an application with a precision of only 2
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decimal digits, we may get an answer of 1.41, or 1.42 depending on the way the
calculator rounds the result down or up. In either way, we do not get the true answer, and
this may not be acceptable for many applications. Using an interval to express the answer
as[1.41, 1.42] guarantees theinclusion of the true answer.

Ordinary mathematical operators can be defined for intervals, for exampleif A =[a,b],
B =[c,d], then the following operations are defined for intervals [61] [62][63]:

A+ B=[ab] +[cd] =[atc,b+d]

A -B = [ab] +[c,d] =[a-c,b-d]

A* B=[ab] * [c,d] =[min(a*c, a*d, b*c, b*d),max(a*c, a*d, b*c, b*d)]

A/B=[ab]/[cd =[ab]* [L/dLc] if 0¢[cd]

If we know that a,b,c,d are al positive numbers, then multiplication rule can be
simplified as:

A*B=[ab] * [cd] =] (a*c), (b*d)]

Arithmetic calculations for complex functions are also defined for intervals. There are
about 18 different comparison operators for intervals, of which many do not exist for
Real numbers. Moore [63] details many operations on interval arithmetic, properties of
interval arithmetic, and computation algorithms for computing ODE solutions based on
intervals.

This brief introduction of interval arithmetic is sufficient for our purposes for this

thesis as details of this analysis is beyond the thesis scope. We will propose to use



intervals and some of its arithmetic in section 5.1 for QSS verification as a way of

bounding the true value calculated by QSS within some closed integer interval.

2.6 Summary Discussion of the State-of-the-Art

The approaches for the verification of DEVS that was covered during state-of-the-art
survey have the following disadvantages when compared to the methodology introduced
inthisthess:

1. Subclasses of DEVS (as SP-DEVS, FD-DEVS or TC-DEVS) constrain classic
DEVSin such away that it reduces expressiveness, and thus their usefulness to
the system modeller. This limits what the modeller can do, and renders some
portions of existing DEVS models to be non-verifiable, unless they are re-
defined to match the subclass definition (and only when thisis possible).

2. The above subclasses of DEV S try to define their own reachability analysis by
defining algorithms for building reachability graphs. These agorithms are
based on basic model-checking algorithm, thus suffering from the same basic
state-space explosion problem, and offer the same space-time complexity as
standard model checking algorithms. These DEV'S verification algorithms are
implemented in ad-hoc model checking tools. Instead, there is a number of
well-established model checking tools like UPPAAL and KRONQOS, which
have a large community of users and developers. These tools have
implemented efficient data structures and optimizations that accumulated

through years of research to optimize their performance. Nevertheless, such
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tools cannot verify DEVS subclasses with DEVS-specific reachability
algorithms because unless DEV S subclasses are trandlated to TA, which is the
input language of these tools, DEV S subclasses verification cannot be handled
by these tools.

. Some other approaches have translated DEVS models into another verifiable
form such as TA, and then verified TA models by standard TA model checking
tools like UPPAAL. These approaches, however, did not provide
transformation based on formal behavioural equivalency between DEVS and
TA. As a result, thelr transformation is not guaranteed to produce
behaviourally equivalent TA for agiven DEVS model.

. Trandation from DEVS to TA in previous approaches did not specify a
method to translate DEV S models that may be unverifiable because it contains
irrational values, and hence did not provide a method to estimate any effect of
approximation irrational values on the verification results.

. Previous trand ations approaches from DEV S to TA did not handle cases where
DEV'S model has continuous system components approximated with the QSS

method. This excludes the hybrid systems from these verification approaches.
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Chapter 3: Thesis contribution

In order to deal with the multiple limitations of other approaches discussed in section 2.6,
this thesis introduces a new set of methods for modeling, simulation and verification. The
main obj ectives are the following:

1. Defining a methodology to translate models of DEVS to models of TA. This
methodology can handle DEV'S models that may contain irrational values, thus it
could be used to verify any existing DEVS model without the need to re-write it
with adifferent DEV S subclass.

2. The proposed approach translates DEVSto TA, through sound formal translation.
This allows the use of standard tools like UPPAAL [9] to verify the resulting TA
models. This approach takes advantage of numerous optimizations implemented
in TA verification tools such as UPPAAL. TA was chosen for this research as it
has strong theoretical background and mature verification tools such as UPPAAL
and KRONOS. TA is also suited to state transition systems such as DEV'S, while
Timed Petri nets are suited more to process flow modeling [64]. The UPPAAL
tool offers proven record of verification of industrial size problems with an easy
interface that allows the user to enter the model and see the verification results.

3. The proposed approach uses a translation methodology that is based on

bisimulation as a basis of behavioural equivalency between DEVS and TA. This
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equivalence relation is stronger than the trace equivalence [39], and it preserves
all properties through the translation between the two models.

4. The approach provides a method to approximate any irrational values that may
exist in a DEVS modd. It aso bases its reasoning on the effect of this
approximation on the well-known results of robust TA [65][66][67] as we will
show later. This gives the modeller a way to know if this approximation would
affect the verification results for the given DEVS model or not.

5. The methodology extends existing verification methods to handle continuous
systems modeled with DEVS through the QSS method. This enables the
verification of hybrid DEVS models that contain discrete and continuous
components.

At present, the methodology introduced in this thesis has achieved the goals above.
This was done by first providing a definition of anew class of DEVS, called RTA-DEVS
[68], which is very close to classic DEVS in semantics and expressive power. RTA-
DEVS has followed FD-DEVS in restricting the time advance function to nonnegative
rationa numbers, but aso relaxed the restriction of FD-DEVS on external transition
functions. This makes RTA-DEVS closer to general DEV S than FD-DEVS. This enables
the modeller to use a formalism that is more expressive than FD-DEVS to model a
system and it is still formally verifiable.

As a second step, this thesis also discusses a transformation from RTA-DEV S models

to TA modds based on the bisimulation relation between the two models. This
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guarantees behavioural equivalence between the two models and preserves properties
from RTA-DEVS into the resulting TA, and vice versa. This preservation is an important
regquirement to ensure that the verification results of TA are mapped back to RTA-DEVS
models. Many classic DEV S models satisfy the semantics of RTA-DEV'S models. Thus,
they can be simulated with any DEV'S simulator, and they can be transformed to TA to
validate the desired properties formally.

As third step, we enable the verification of classic DEVS models that may contain
irrational values and thus cannot directly be transformed to RTA-DEVS (and
consequently to TA). To do so, this thesis proposed a method to transform DEVS to
RTA-DEVS, and an approximation of DEVS models to RTA-DEVS as we showed in
[68]. We used an approximation technique for irrational values to maintain the behaviour
of the origina DEVS model. In addition, we propose a method to estimate any effect the
approximation may have on the final DEV S verification results [70][ 71].

Finally, a general method is proposed to model any QSS system with TA, thus
enabling formal verification to continuous components modeled with the QSS method. A
full list of published contributions, resulting from this work, is shown in the next section.

In Figure 9, we show the thesis contribution on a diagram representing expressive
power and decidability. In this diagram, different formalisms are shown as dllipses. The
containment relationship between a larger elipse and a smaller one indicates that the
expressiveness of the small is less than the larger one. In this diagram, we show some of

DEVS subclasses (SP-DEVS, FD-DEVS and RTA-DEVS). These subclasses are less
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expressive than TA. However, TA formalism and these DEV S subclasses lie inside the
boundary of decidable reachability. As SP-DEVS and FD-DEV S expressive power is less
than DEV'S, we had the chance to insert RTA-DEV'S between these classes and DEVS,
thus having more expressive power than SP-DEVS and FD-DEVS. The thesis
contribution focuses on moving the verification problem from DEVS undecidable
reachability domain, to the TA decidable reachability domain, while preserving
reachability and safety properties. The ellipses with solid lines represent known results of
expressive power. The dotted line between RTA-DEVS and TA indicated that RTA-
DEVS expressive power is less than TA as evident by the work of this thesis; however
the other direction of expressing TA models with RTA-DEVS was out-of-scope of this

thes's.
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Figure 9: Thesis Contribution
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3.1 List of Published Contributions

Hesham Saadawi, Gabriel A. Wainer. 2009. “Verification of real-time DEVS
models”. Proceedings of DEVS Symposium 2009. San Diego, CA [72]. In this
paper, we introduced a methodology for verifying Real-Time DEV S models. Our
methodology applies recent advances in theoretical model checking to DEVS
models. The methodology also handles the cases where theoretical approach is not
feasible to cross the gap between abstract Timed Automata models and the
complexity of the DEVS Real-time implementation by empirical software
engineering methods. This contribution is described in chapter 4.

Hesham Sesadawi, Gabriel A. Wainer. 2010. “Rational time-advance DEVS
(RTA-DEVYS)”. Proceedings of DEVS Symposium 2010. Orlando, FL. 2010. This
paper was selected as the runner-up best paper in the Symposium. In this paper,
we introduced a new extension to the DEV'S formalism, called Rational Time-
Advance DEVS (RTA-DEVS). The basic idea of this new formalism is to permit
modeling the behavior of systems that can be modeled by classica DEVS;
however, RTA-DEV'S models could be formally checked with standard model-
checking agorithms and tools. In order to do so, we introduce a procedure to
create Timed Automata models that are behaviorally equivalent to the origina

RTA-DEV S models [68]. This contribution is described in chapter 4.
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Hesham Saadawi, Gabrid A. Wainer. 2010. “From DEVS to RTA-DEVS”. In
Proceedings of the 2010 IEEE/ACM 14th International Symposium on
Distributed Simulation and Real Time Applications (DS-RT '10). IEEE Computer
Society, Washington, DC, USA, 207-210 [73]. In this paper we defined the RTA-
DEVS formalism to model and verify real-time embedded systems. In order to
enable the formal verification of DEVS models, we introduced a procedure to
approximate DEVS with RTA-DEVS. We aso included the conditions for the
valid approximated RTA-DEVS models and a calculation method for
approximation errors that may be introduced. This contribution is described in
chapter 4.

Hesham Saadawi, Gabriel A. Wainer. 2011. “Principles of DEVS Models
Verification”. Accepted for publication in: SMULATION: Transactions of the
Society for Modeling and Smulation International [70]. In this journal paper, we
introduced our methodology to verify real-time embedded systems modeled with
DEVS formalism. This is composed of a procedure to create Timed Automata
models that are behaviorally equivalent to the original RTA-DEV S models, then,
we described the use of the available TA tools and theories for formal model
checking. Further, we introduced a methodology to transform classic DEVS
models to RTA-DEVS, thus enabling formal verification of classic DEV S with an

acceptable accuracy. This contribution is described in chapter 4.
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Hesham Saadawi, Gabriel A. Wainer, Mohammad Moallemi. 2012. “Principles
of DEVS Models Verification for Real-Time Embedded Applications”. Real-Time
Smulation Technologies. Principles, Methodologies, and Applications. K.
Popovici, P. Mosterman Eds. Taylor and Francis. CRC Press. 2012 [71]. In this
book chapter, we explained our proposed methodology to verify rea-time DEVS
models of embedded systems. A case study of mechanical robot and its controller
was defined and verified using our methodology. This contribution is described in
chapter 4.

Hesham Saadawi, Gabriel Wainer. 2012. “On the verification of hybrid DEVS
models”. In Proceedings of the 2012 Symposium on Theory of Modeling and
Smulation - DEVS Integrative M&S Symposium (TMS/DEVS '12), Orlando,
FL,USA. March 26-28. In this paper [81], we introduced a new verification
methodology, based on RTA-DEVS, Timed Automata and the QSS method,
which alows verifying real-time hybrid systems modeled by DEV'S formalism.
This contribution is described in chapter 5.

Hesham Saadawi, Gabriel Wainer. 2013. “Hybrid Systems Modeling and
Verification with DEVS”. In Proceedings of the 2013 Symposium on Theory of
Modeling and Smulation - DEVS Integrative M& S Symposium (TMS/DEVS '13),
San Diego, CA, USA. April 7-10. Submitted for publication. In this paper, we

introduce a methodology to verify hybrid systems modeled with DEVS and using
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general QSS method to model the continuous components. This contribution is

described in chapter 5.
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Chapter 4: The RTA-DEVSformalism

In chapter 1 and chapter 2, we have discussed the issues that are faced by the devel opers
of RT embedded systems, and we gave a brief background about current techniques and
formalisms that we plan to use to solve some of these issues. To accomplish the objective
stated in chapter 1, we need a simulation technique that is formally verifiable and has
executable models. The latter is a property of Discrete-Event Systems Specification
(DEVS) formalism [7], namely the facility to generate executable models from a discrete-
event specification. For DEVS to be aso verifiable, this thesis proposes a complete
methodology to verify different types of DEVS, thus enabling full life cycle of RT
systems development using DEVS. This development life cycle can be described with
traditional software development cycle where phases of analysis, design can use formal
verification as part of its activities. The verification methodology proposed here is based
on atechnique of formal software verification called model checking [19]. The advantage
of this technique is that it is fully automated and does not need human intervention to
reveal errorsin system design.

As discussed earlier, the reason for introducing a new DEV S verification methodol ogy
is that existing methods limit verification to constrained subclasses of DEVS. This
prevents the verification of wide range of existing DEVS models, and limits the modeller

to use less expressive subclasses. In addition, the verification algorithms proposed for
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these subclasses need specially written verification tools. However, these specially
written verification tools may not add much value over standard timed model checking
tools. Thisis because these agorithms have the same time and space complexity as those
of timed model checking algorithms, and thus DEVS specia verification tools do not
provide any advantages over timed model checking verification. On the other hand,
verification tools for timed model checking are widespread and they usually contain
many performance optimizations [25].

In order to do formal verification of DEV'S, the methodol ogy proposed is comprised of
afew steps. Thefirst step isto introduce a new formalism based on DEV'S, but restricted
in its behaviour to be less than DEV S to be verifiable. The reason why we use a restricted
class of DEVS as afirst step, is that the formal verification of general classic DEVS is
undecidable as Hernandez and Giambiasi shown in [27] (and we would discuss this in
more detail later). Creating a restricted subclass of DEVS is a way to enforce some
restrictions into the model that can be created according to this subclass. This would
guarantee the ability to verify any model belonging to this restricted DEV S subclass. We
decided to use the model checking method due to its advantages over other formal
software verification methods such as deductive methods. As we discussed in chapter 1,
the main advantage of model checking is that it is fully automated without human
intervention, thus, it does not need advanced expertise in formal methods or formal
proofs as opposed to deductive forma methods. As DEVS is a timed formalism (i.e.

transition functions defining DEV S behaviour contain time in their domain), timed model
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checking was chosen to verify the proposed subclass of DEVS called Rationa-Time
Advance DEVS (RTA-DEVYS) as published in [68] and we describe in this thesis in
chapter 4. RTA-DEVS has followed FD-DEVS [34] in restricting the time advance
function to nonnegative rational numbers, but also relaxed the restriction of FD-DEV S on
external transition functions. This makes RTA-DEVS more expressive than FD-DEVS.
However, RTA-DEVS till restricts the model in away to remove the obstacles to formal
verification. This restriction enables having RTA-DEVS models which are verifiable
with standard formal verification tools for timed systems. In this way, the introduction of
RTA-DEVS can be seen as imposing restrictions on the type of DEV S models that can be
verified.

The second step shows a transformation from RTA-DEVS to TA. TA formal
verification is decidable, and there are academic and industrial tools implementing this
verification. However, TA is not designed to simulate complex systems, the physical
systems around the embedded software, or to be deployed as executable models on target
platforms. Instead, there are various DEV S environments that allow these; consequently,
DEVS has been used in various efforts to model and simulate systems in their design
phase. The transformation proposed here is based on the notion of bisimulation between
RTA-DEVS and TA, which gives behavioural equivalency between the two formalisms,
and it guarantees that any property in the RTA-DEVS model is preserved in the

transformed TA model. The results of this work were published in [68].
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The third step in the methodology is to find a way to verify any DEVS models that
their definitions may not be restricted to RTA-DEVS specifications. To do so, a
transformation from DEV S to RTA-DEVS is presented to obtain verifiable RTA-DEVS
models as published in [73]. In that transformation process, we need to obtain an
approximation to the DEVS model. In order to do so in a safe way, we introduce a
mechanism to avoid introducing defects into RTA-DEV S when transforming from DEVS
[73]. However, a question arises about the validity of transformed RTA-DEVS
verification results when we apply it to the original DEVS model. In other words. how
much confidence do we have in these results and what effect the approximation may have
on the verification results?

The fourth step is to answer the above questions using theoretical results of TA, and

to apply this theory to the model under verification, in order to estimate any verification
error that may result from the approximations. These results were shown in [73].
In the methodology defined in this thesis, we use timed model checking because of its
advantages as a practical method in industrial systems. As mentioned earlier, one of these
advantages is the full automation without a need from a practitioner to be fluent in formal
method or mathematical proofs. Some of widely used tools for TA models verification
are UPPAAL [9] and KRONOS [74][75].

A fina fifth step includes the use of a methodology to verify Continuous systems

modeled by the Quantized Sate Systems (QSS) [51] method and DEVS. This would

57



enable verification of hybrid systems (with discrete and continuous components modeled
with DEVS).

With this, we provide a complete methodology that covers discrete and continuous
DEV'S components that can enable the formal verification of DEVS models. DEVS has
the advantages of being based on a formal definition, with component-based hierarchical
model construction, and is platform-independent. DEVS models are simulated within a
DEVS simulator, which isolates the model from the implementation. This gives the
advantage of avoiding any error that may creep between the steps of model verification
and implementation by executing the verified model directly without mapping it to an
executable code. This methodology gives the designer a comprehensive road map to
verify different classes of DEV S models using standard formal verification tools.

The following sections explain the RTA-DEVS definition, its transformation to TA
using the bisimulation relation to guarantee behavioural equivalence, the transformation
of any classic DEVS model into RTA-DEVS, and the estimation of any effect that this
last transformation may have on the verification results of RTA-DEVS. Verification of

QSS models are described in chapter 5.

4.1 Rational Time Advance DEVS (RTA-DEVYS)

In [68], we proposed the RTA-DEVS formalism, a verifiable subclass of DEVS, with
very much of the expressive power of DEVS. The difference in expressive power comes
from the fact that RTA-DEVS does not accept irrational constants in its transition

functions. However, as we see later, this difference in behaviour can be easly
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approximated to any desired precision in RTA-DEV'S and we present a method by which
we can conclude if there is any effect on verification results from this approximation.

As in classical DEVS, we define RTA-DEVS atomic model. The Atomic Rational
Time-Advance is defined as:

AMTC =< X! Y! S! dnt! 6@([ ’ ﬂ’; ta> (Eq 41)

Where:

- X: The set of external inputs.

-'Y: The set of external outputs.

- S set of system states.

- dnt: S — Sistheinternal transition function (the same asin classic DEVYS).

- 0t T x X — Swith T={(s€) | s€ S 0<e<ta(s), e € Qy+} iSthe externa transition

function (e is the time elapsed since the last transition, which takes a positive rational

value).

- A: § — Y U@ isthe output function.

- tar § — Qy,+« isthe time advance function that maps each state to a positive rational
number.

RTA-DEVS changes the definitions of time advance function ta and the external
transition function 6. from classic DEV'S by removing the irrational time values. Other
definitions stay the same, thus giving RTA-DEV S very close expressivenessto DEVS.

A Coupled RTA-DEVS mode is defined exactly as in classic DEVS. Coupled RTA-

DEV S models are composed of any number of atomic or coupled RTA-DEV S models:
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CM =(X, Y, D,{M}, C,, C,, Selecty (Eq. 4.2)

Where:
X: Set of external input events.
Y: Set of external output events.
D: Finite index of sub-components.
{M;}: The set of sub-components. A sub-component may be an atomic or coupled.
ieD istheindex of the component.
Cx: Set of input couplings.
Cy: Set of output couplings.
Sdect: 2° —D is atie-breaking function, which defines how to select an event from a set
of simultaneous events.
A coupled RTA-DEVS model M can be simulated with an equivalent atomic RTA-
DEV S model, whose behavior is defined as follows [ 76]:
M=<XY,S S, dnt, Oxt, 4, ta > (Eq. 4.3)
Where X and Y are the input and output event sets, respectively. X isthe set of all input
events accepted and Y isthe set of all output events generated by coupled model M.
S = Xiep Vi is the model’s state. It is expressed as the Cartesian product of all the
component’s states, where V; is the total state for component i,
Vi={(s,t)|S €S.te €[ 0,ta(s)] }. Here, t denotes the elapsed time in state s of component

i, and S isthe set of states of component i.
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S = Xiep Voi theinitial system state, with Vo = (Sgi, 0) istheinitial state of component
i eD.

ta: S—T is the time advance function. It is calculated for the global state se S of the
coupled model, as the minimum time remaining for any state among all components.
Formally: ta(s)=min{ (ta(s)-ts)| i eD } wheres=(....,(si, ta),....) isthe global total state of
coupled model at some point intime, s isthe state of component i, and t is elapsed time
in that state.

O X x V— S isthe externa transition function for the coupled model. Where V is
total state of the coupled model: V={(st¢)|s € S te € [0,ta(s)]}.

an- S — 8 istheinterna transition function of the coupled model.

ALS—>Y is the output function of the coupled model.

In the following sections, we discuss RTA-DEVS and the mechanism to obtain a
DEVS subclass, which removes difficulties to formal verification. Some of the most
important of these difficultiesistheirrational time values that could be defined in internal
transition and external transition functions. RTA-DEV S restricts its functions definitions
to the rational values, thus any valid RTA-DEV S model would be verifiable, as we have

shown in [68].
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4.2 Estimate of Expressiveness Difference between DEVS and RTA-

DEVS

There have been many proposed DEV'S subclasses we shown in section 2.3. These
classes restricted the original DEV S behaviour in order to achieve decidable reachability.
In doing so, some of the expressive power of original DEV S is lost. Although we cannot
guantify how much expressive power islost, we can devise a relative measure for how far
the expressive power of a DEVS subclass from the original DEVS. If we look at the
diagram shown in Figure 9, we observe that the wider the gap between the subclass and
the DEVS, the more subclasses can be inserted in this gap. Therefore, we can take an
relative measure of the gap width, from the ability to insert a number of DEV S subclasses
in this gap. For example, SP-DEV S has much less expressive power than DEVS. Thisis
evident by the fact that two other DEV S subclasses (FD-DEVS and RTA-DEVS) can be
inserted between SP-DEV S and DEV S in the expressiveness diagram of Figure 9. Thus, a
DEVS subclass “X” is closest to DEV'S expressiveness when no other subclass “Y” can
be inserted in the gap between X and the origina DEV'S. We claim this is the case here
for RTA-DEVS as it is the closest DEVS subclass in its expressive power, and till has
decidable reachability.

Theorem: RTA-DEVSisthe closest expressive and verifiable subclass to DEVS.

Proof:

We use induction to prove the above theorem. Assume there is another DEVS
subclass, we cdl it X-DEVS, that is more expressive than RTA-DEVS and its
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reachability is decidable. From RTA-DEV S definition, we know that ta(s) = o such that
orTa-DEVS € { Qo+ }, Where Q. is the set of positive rational numbers. Also from
DEV S definition we have opeys € { R}, 1.e. opevse€ { Qo+ U IRy 4w } WherelR isthe
set of positive irrational numbers: IR = {V2, V3, V5, x,...}. To define X-DEVS to be
more expressive than RTA-DEVS, we extend its set of possible values of ¢ to be more
than RTA-DEVS. Any possible such extension to RTA-DEVS would have 6x-peys € {
Qo0 U { X|X € IRy +s} }. The least possible extension would be with only one element
from the set IR, i.e. ox-pevs € { Qo+ U { Y2} }. However, this makes reachability
analysis of this subclass of DEVS undecidable as it can have an irrational value in its
time advance function domain. This contradicts our assumption above, therefore we

conclude that we cannot have any subclass of DEV S which is more expressive than RTA-

DEV S and till has a decidable reachability.

4.3 RTA-DEVSto Timed Automata Behavioural Equivalence.

To verify RTA-DEVS by applying existing theories and the tools for TA, a TA model
must be constructed from the RTA-DEV S model in away that guarantees its behavioural
equivalency. DEVS, RTA-DEVS, and TA are al instances of Timed Labelled Transition
Systems TLTS, and thus we would use here the methods of TLTS behavioura
eguivalence to move from one modelling formalism to another. We start our discussion
here with a special case of TLTS which is the untimed LTS, and then we generalize our

findingsto TLTS.
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Generally there are two methods to check this (i.e., to see if two Labelled Transition
Systems (LTS) are behaviouraly equivalent), namely Trace Equivalence and
Bisimulation. In [39], it was shown that, for RT Systems, trace equivalence is not enough
to show the complete equivalence of two LTS. Although one can show the trace
equivalency of two LTS (based on their acceptance or the generation of event traces),
RTS usually have multiple concurrent components working together. Those components
may go into a deadlock state in which no external event is observable. To show this, we
will use an example that was introduced in [39] with some modifications. In this
example, a user is interacting with an automated beverage machine that takes a coin and
serves either coffee or tea. A LTS diagram representing the machine behaviour is shown
in figure 10. The machine CTM1 shown in this diagram waits at state PO for a coin to be
inserted, then after coin insertion, it moves to state P1 to give the user a selection of tea or
coffee. After serving the beverage, the machine returns to the waiting state PO. The
behaviour of a user who always requires coffee can be represented in the LTS diagram in
figure 11. This user puts the coin into the machine, and waits for the coffee to come out.
We can see that CTM1 and the User would work together for the desired results of
serving coffee. However, if we replace CTM1 with another machine with same
observable behaviour (trace equivalent), we may replace it with something like CTM2 as
shown in figure 12. Both CTM1 and CTM2 have the same observable trace for an
outside observer, as both machines accept a coin and then dispense either tea or coffee.

However if the user uses CTM2, it is possible to CTM2 to take the coin and then reach
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state P'1 where it can only serve tea In this case, the overal system composed of the
User and CTM2 would reach a deadlock where the User waits for a coffee and the
machine CTM2 cannot dispense it. This example shows that trace equivalence cannot
reveal subtle errors such as this one. In a forma way to say this, trace equivalence
preserves Linear Time Logic queries about the system. Queries with this logic cannot
distinguish branches in the system behaviour. However, trace equivalence does not
preserve Computation Tree Logic CTL that can distinguish between branches in system

behaviour.

Figure 10: Coffee-Team-Machine1 (CTM1).
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Figure 11: User Behaviour

Figure 12: Coffee-Team-Machine 2 (CTM2).

Due to these subtle errors, bisimulation is a better notion for behaviour equivalence,
and the same reason is valid for Timed LTS (TLTS), of which RTA-DEVS and TA are
two examples. Formally, bissmulation preserves CTL query equivalence and thus can

reveal such asubtle error in the example above.
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Bismulation is a relation between two TLTS (eg., systems A and B), which
establishes a relation between every state in A, and a corresponding one in B. It adso
relates every observable transition in A to a corresponding onein B. In [39], the concepts
of Strong and Weak timed bisimilarity were defined for behavioural equivalence of
systems. In strong bisimulation, the two systems have to match in every state and
transition. This condition may be too strong for a system that contains internal transitions
with no observable actions to an outside observer. In this case, this system would not
fulfill strong bismilarity to another system that does not have unobservable. For this
reason, the authors in [39] discussed the notion of a weak bisimulation, where
unobservable transitions cannot affect behavioural equivalency as long as they begin and
end between two bisimilar states. In this thesis, timed Weak bisimilarity equivalence was
used, as it is more genera in its application than the conditions for strong bisimulation.
Contrary to strong bisimulation, weak timed bisimulation allows definition of
behavioural equivalence relation between two systems even if they differ on some
transitions or number of states. This gives the transformation from RTA-DEVS to TA
greater flexibility to add or remove transitions or intermediate states in TA model that
may not be in the origina RTA-DEVS. This reduction in states allows the optimization
for the model checking by reducing overall model size. Also, more optimization can be
done by using certain features of UPPAAL TA like committed locations or urgent

transitions even if these states has no direct match in the RTA-DEV S model.
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An example of this is shown in Figure 13. The model of (a) is an RTA-DEVS model
where the system waits in state S1 for input a, then moves to state Auxl1. This state
lifetime is 3 time units. After this time interval, the system moves to state Aux2 with
lifetime of 8 units, then moves to Aux3 and aso after its lifetime interval elapses the
system outputs b and movesto state S5. The figure of (b) showsaTA model. This model
is not strongly bisimilar to (a) as there are no states in (b) to simulate Aux1, Aux2, and
Aux3. However, for our purpose of behavioural equivalence, these two models are
equivalent by the weak bisimulation relationship as there is a weak bisimulation relation
for states (S1, L1) and (S5, L3) that satisfies our concern of behavioura equivalence.
This alows future enhancements to the transformation algorithms from RTA-DEVS to
TA to reduce the number of states while preserving behavioural equivalence, thus

reducing the resulting TA model size.

ta(Auxl) =3 ta(Aux2) =8 ta(Aux3) 5

(a)

D) 2 > , ( B

X:=0 N X>=16

(b)

Figure 13: (a) RTA-DEVSmodel. (b) Timed Automata model
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In the following paragraphs, we define behaviour equivalency based on timed Weak
bisimulation. Then, following the conditions of this bissmulation, a TA model for the
basic behaviour elements of RTA-DEVS is constructed with some unknown constants in
its guards and invariants. Then, we construct equations for these constants, based on the
definitions of bisimulation, to determine the values of these constants.

Definition 2. Eventual transition relation ‘=’:

Ina TLTS with states, s and t, the eventual transition relation defines a transition from

state s to state t that may contain one or more of direct transitions labelled with non-

observable events to the outside world. If we have an observable action a, a non-

observable action 7, and a transition label ¢, then, for any TLTS [39], the eventud

transition relation = between two states s and t on action o (writtens=t) is defined if

any of the following conditionsistrue:
T
1. s=t: Thereis atransition from sto t only composed of transitions labelled with
non-observable actions. E.g., for the non-observable action o=z, there is a transition

S(L))*t , (where * defines one or more occurrences of these transitions).

a
2. s=t: Thereis atransition from s to t composed of one transition labelled with an

observable action a=a, and one or more eventual transitions labelled with non-

observable actions. E.g., s;sl_a_>% Z.t for some states s; and S
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3. s; t : Thereis an eventua transition relation from s to t with total delay d
(called eventual delay transition), which is composed of one or more direct delay
transitions combined with some non-observable action transitions. This represents a
sequence of transitions with no observable actions whose total delay amounts to d. E.g.,

T d T T

for action a=dewn,, ad s=s — >t ...t,, =s,—">t, =t (with »=> 0), for

0

n
some intermediate states s;...sp, ... t, and delays d;...dnwith d = ¥ di (where d is the
i=1

total delay for the eventual transition from Sto t; by convention, d=0 when n= 0).

Definition 3. Weak timed bisimulation:

The Weak timed bisimulation is abinary relation R over a set of statesof aTLTS. For
example if we have states s;, S1, S and S, then Risa Weak timed bisimulation s; R s,
[39] iff:

d : :
. Sliwi’ then thereisatransition s = s/ such that s; R s;asshown in figure 14.

52, then thereis atransition s, -, such that s; R s as shown in figure 15.

d S
. szi>s;,thenthereisatransition s, = s suchthat s; R s,asshownin figure 16.

a . :
s,—& g, thenthereisatransition s =9 such that s; R s,as shown in figure 17.
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Figure 14: Direct delay transition from s, to s; and corresponding eventual delay transition from s,
toso.

In the figures 14 to 17, we express a state with oval shape, delay or action transition
with an arrow, direct transition (i.e. single transition from one state to another) is
represented with solid arrow, and an eventual transition is represented with dotted arrow.

We chose using the Weak bisimulation relation to transform from RTA-DEVSto TA
and vice versa, as this relation allows two models to be in bisimulation relation even with
if one of them has a different number of transitions or states from the other, provided that
these extra transitions are labelled with non-observable action 7 [39]. This relaxation
over strong bisimulation allows more flexibility to tune the TA model for model checking

performance while keeping the bisimulation relation to the RTA-DEV S mode!.
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Figure 15: Direct action transition from s; to s'1, and cor responding eventual action

transition from s,to0 s',.

a
F Y
i, Gy
S, > §,
a

Figure 16: Direct delay transition from s, to s, and corresponding eventual delay

transition from s;to S';.
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Figure 17: Direct action transition from s,to s,, and corresponding eventual action

transition from s;to s';.

4.3.1 RTA-DEVSinternal transition semantics

As shown in the previous section, TA expresses the notion of time through clock
variables and constraints on them. Here, we present the RTA-DEV S behaviour in terms
of its interna transition function, and then discuss how to obtain a behaviouraly
equivalent TA transition according to the previous definition of bisimulation.

Within TA semantics, there are two conditions for a transition to be enabled. These
are the evaluation to true of the guard condition, and also the destination state invariant. .
We apply these conditions here to derive the conditions we need for our transformation
from RTA-DEVS to TA. The second condition, destination state invariant is true, is
aways satisfied within RTA-DEV S semantics. The following steps would work with the

first condition of transition guard evaluating to true.
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By using these conditions to derive inequalities with the unknown constants, we
determine the values of these constantsin TA invariants and guards, in order to make TA

model bisimilar to the RTA-DEV S model.

Figure 18: RTA-DEVSInternal Transition.

The RTA-DEVS interna transition semantics is shown as a DEV'S graph in figure 18,
and is defined as:
dm(s1.€)=ss if  e=ta(s)=T
In this semantics, this transition means that we move to state s; when the elapsed time
ein s; equals the time advance value of s; (whichisT). InaTLTS, this can be defined as
a time-elapse transition with delay d , assuming we start in state s; with elapsed time e,
this can be expressed in the form:

s—9 55 if 0<e<ta(s) andd=ta(s)-e

This means that if we start at s1 with time spent in s; equals to e, we need to delay d
time units before changing to state s.

The other part of the semantic of the internal transition is that we stay in the same state
as long as elapsed time e does not reach the time advance value of this state T. Thisis
expressed as.

Oint(S1,6)=S1 if O<e<ta(s)
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This part of RTA-DEVS semantics can be defined for TLTS as a time-elapse

transition on the form:

s—9 .5 it O<e<ta(s)and0<d < ta(s1) -
This means that if we start at s; with time spent e, as long as time delay d is
constrained as above, we stay at s;.
In this thesis, we are using the operational semantics of UPPAAL TA as defined in
[10]. For the graphs in the rest of the Thesis, RTA-DEVS states would be named as s,

and the corresponding TA locations as L; (in which i is an integer number).

Figure 19: TA model for an Internal RTA-DEV Stransition.

From the semantics of TA, the delay transition for the TA in figure 19 is defined as:

(L,dock =t)—9 5L, dock =t+d)  , ¥V 0<d<C (Eq. 4.4)

For this to define the RTA-DEVS delay transition, it should stay in the L; state with a
total delay d less than the time advance of s;. Our target is to obtain the TA in figure 19

to be behaviouraly equivalent to the DEV'S graph model shown in figure 18 through a
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timed bismulation relation. To do this, we will show that the state s; is bisimilar to
location L, and state s; is bisimilar to location Ls. Thisis done using the definition of the
Wesak timed bismulation relation (from RTA-DEVS to TA, and from TA to RTA-
DEVS). Wedo thesein steps 1 and 2 below.

In this TA model, two locations are defined (L; and L3), dlong with a transition from
L; to Ls. Ly has an invariant on clock x (x < C) that allows the TA to stay in that location
aslong as the invariant is true. The transition from L; to L3 has a guard (x > C) that must
be true for the transition to be enabled, and c is a rational number. The transition aso has
an update rule for clock variable x to reset it to zero before entering location L;. By
applying the condition above to weak timed bisimulation, first from RTA-DEVS to TA
and then from TA to RTA-DEVS, avalue for the constant C to preserve the bisimulation

relation can be determined

Stepl: from RTA-DEVSto TA

For the bismulation of the states shown in figure 18 and figure 19, we have the

following requirements:

e 5 RLjy: Thisisadelay transition from s; to itself. If le)slfor some value of d
where 0<e < ta(s;)) and 0 <d < ta(sy) - € ; then to satisfy the bisimulation
relation we should have atransition in TA as: (Ll,xze)L)(Ll,x=e+ d) for the

same value of d. Therefore from the invariant of state L; we get x<C , then by

substituting for x and d, we get:
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ta(s) <C (Eq. 4.5)

e 53R L3z Bisimilarity between s; and L3 gives us the following:

For the delay transition from s; to s, let us consider the execution of the DEVS

internal transition (sl,e) L(%,O), where O<e< ta(s;) and d=ta(s;)-e by the

TA transition(Ll,x=e)i)(Lg,x=e+ d), with the reset statement x:=0 on

the transition.

In order for these two delay transitions to be equivalent, they need to start from
bisimilar states, and after same amount of time delay, they reach two bisimilar states. To
achieve this, the same value of delay d is used on both transitions. From this we deduce
the constant C in the TA clock constraint to give the condition for bisimulation. The TA
transition above starts from location L, with the clock x valuation equals that of elapsed
time e a the RTA-DEVS transition above; then after delay d of the RTA-DEVS
transition, it transitions to L3, and the value of clock x increases by d.

By applying the conditions for this delay transition on TA transition above, we get
(Eq. 4.6) from the TA guard (x > C) and the valuation of clock x (x = e+ d):

ta(sy) >C (Eg. 4.6)
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This constraint means that as long as we use a constant C in the guard of the TA
transition with some greater or equal value of the time advance of s, the previous TA
transition simulates the RTA-DEV S transition above.

Combining (Eq. 4.5) & (EQ. 4.6) gives the condition ta(s;) = C for the TA shown in
figure 19 to execute and simulate the DEV S graph asin figure 18.

This condition guarantees the timed Weak simulation relation from the RTA-DEVS
model internal transition of figure 18 to the delay transitions of TA in figure 19.
Following this, we would show the condition of timed Weak simulation relation from TA
to RTA-DEVS in step 2 below and this would complete the conditions for bisimulation

between RTA-DEVSand TA.

Step 2: From TA to RTA-DEVS

To satisfy the other direction of the bisimulation relation, we convert the TA in figure

19 with RTA-DEVSin figure 18.

Case 1: TA delay transition (L, x=€) i)(Ll, x=e+d)
Here, we need the value of clock x to be lessthan C in order for the L, invariant
(x< c)tobetrueand for the TA tostay in Ly, i.e.

e+d<C (Eq. 4.7)
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For the RTA-DEVS time delay transition (s, €) i>(sl,e+ d) to stay in s; after d,
we need the sum of the elapsed time and delay to be less than the lifetime of s, thisis
expressed as.

e+d < ta(sy) (Eq. 4.8)

Case2: TA transition (L, x= e)i>(L3, x=0).

This transition starts from location L; with a clock x equal to some elapsed time e in
L1. After delay d, TA transitions to L3 and clock x is reset. On exit from Ly, L; invariant
would be false and the guard on the TA transition would be true, these give (Eg. 4.9) as

follows:

e+d=C (Eq. 4.9)

Thisis defined in RTA-DEVSas (S, €) L>(S3,O) , in which we need elapsed time

eins; and adelay equal to the time advance of s, to trigger the internal transition:

e+ d=ta(s) (Eg. 4.10)

From (Eqg. 4.7) and (Eg. 4.8), we can determine c=ta(s;). With this value, we showed a
timed simulation relation from TA (in figure 19) to RTA-DEV S (in figure 18). By having
a simulation relation in both directions, the RTA-DEVS interna transition shown above

is timed bisimilar and behaviourally equivalent to the TA timed transitions shown above
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if we have the constant ¢ equals to the lifetime of the corresponding state in RTA-DEVS
model. This concludesthat s; R L; and s3 R L3by the bisimulation relation R.

When the previous method is used to map internal transitions from RTA-DEV S model
to transitions at a TA model and vice versa, the resulting transitions are guaranteed to be
behaviourally equivalent. We will show the same for RTA-DEVS external transitions in

the following section.

4.3.2 RTA-DEVS external transitions semantics

The RTA-DEVS external transition function is defined as. dext : Vb x X = S, where:

Vb= {(s,€): s&S, 0<e<ta(s)}

Figure 20: RTA-DEVS External transitions on action a.

Figure 20 represents the following definitions for the RTA-DEVS externa transition

function:
Oext(54,2,6) = S5 For 0<e<k
Oext(S4,8,€) = S5 For k< e<ta(sy)

Each of these transitions can be expressed as a time passage and action transitions as:
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1. 54&34 and szli>s5

a
s, k<d<ta(s,) >s, and Sa——>§;

From these expressions, the external transitions can be represented as the TA

transitions shown in figure 21 assuming k = 3.

Figure21: TA model for RTA-DEV S external transition.

From TA semantics, each of these transitions can be expressed as a time and action

transitions as follows:
1 (Lx=0—9=K (L, x=k) and (L, x=k —2 (L, x=0) for the first RTA-

DEVStransition. That is, TA staysin L, while elapsed time is less than k units, and then

after thistime elapses the TA takes atransition to Ls with action a.

k<d<ta(s,)

2. (L,,x=0) (L,,x=k) and (L4,x)—a—>(L6,x:0) for the second

RTA-DEVS transition. That is, if the elapsed time in L4 exceeds k units and is less than

the lifetime of s4, the TA transitions to Lg with action a.
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These give the relation R between RTA-DEVS and TA model states: s, R L4, ssR Ls,
and s;R Le.

Conversdly, the simulation in the other direction from each of TA transitions to the
RTA-DEVS externa transitions above can be shown. Hence, this shows a bisimulation

relation R between the corresponding DEV S and TA models above.

4.3.3 An Alternative way to show bismulation between RTA-DEVS

Internal Transition and TA Transtion.

We may simplify the discussion in sections 4.3.1 by assuming the value of time advance
function ta(s;) to be C and then checking the existence of bismulation between RTA-
DEVS interna transition shown in Figure 18 and the TA transitions shown in Figure 19.
In Figure 18, the semantics of RTA-DEVS interna transition gives a delay transition
where the model stays in the same state as:

s L s , 0<d<C

Thisis simulated by the delay transition of TA in Figure 19 as:

(Ll,x=0)L>(L1,x=d) , 0<d<C
Also adelay transition of Figure 18 where we the model moves to another state as:

S L> s, ,d>C

Is simulated by the delay transition of TA in Figure 19 as.
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(Ll,x=O)L>(L3,x=O) ,d>C

We can aso see the simulation relation in the other direction as TA transition of
Figure 19 is simulated by RTA-DEVS transition of Figure 18. These two simulations

establish a bisimulation relation between the transitions in the two figures.

4.4 An algorithm for behavioural equivalence

In our published works [68] [69], we introduced the following methodol ogy to transform
RTA-DEVS modelsto TA models.

1. Defineaclock variable for each atomic RTA-DEV S mode (i.e. clock x).

2. For all constants defined in ta(s), and deq(s) if any rationa numbers exist,
convert the model scale to make them integers as shown in section 4.5.

3. Replace every state in RTA-DEV S with a corresponding location in TA (i.e. Ly
for source s; and L for destination .

4. Model the RTA-DEVSinternal transition with TA asfollows:

¢ Reset the clock variable on the entry to each state (x:=0).

A source state L1 and a destination state L.

Put an invariant in the source state derived from the time advance function

for that state, i.e. x <ta(s).

Define atransition with a guard. This guard should be the complement to

the invariant in the source state, i.e. x> ta(sy).

Define an action for each output function defined.
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5. TheRTA-DEVS external transition ismodeled in TA with the following items:
e A source state and some destination state(s), i.e. L; for source s; and L, for
destination s,.
e A clock reset on the entry to each state.
e Aninvariant in the source state that corresponds to time advance function for that
state, i.e. x<ta(s,).
e For the external transition(s) with guards of clock constraints, these constraints
should be digoint to obtain a deterministic TA model.
e The action label on TA transitions for each RTA-DEVS input event to source
state s;.
A formal definition of the algorithm is given as follows:
Transform_RTA-DEVS To TA(in RTA-DEVS, out TA)
{
1.Declare a set of clocks C = {x | 1<i < |D| }, wherei is the index of component
deD
2.Convert rational numbers defined in RTA-DEV'S model to integers as described in
section 4.5.
3.Define a TA location for each RTA-DEVS state and define location invariant if
necessary:

For eachd €D do

Na = {lj| 3s, € S,, deD} //component N of TA model corresponding to component d
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B(C)j ={Xx<ta(s)| 3s, €S,, I<i<|D|, ta(s)< o}

end do
4.Define a set of channels for communication between TA components:

H={a]]j IC}
5.Define set of TA transitions for RTA-DEV S internal transitions:

sstE= @ /lnitialize the set of TA Transitions
For eachd D do
Foreach s & do
If (ta(s) < o && din(S) = SK&& A(s;) = a) then
E=Eu (Ilj Xxa>ta(s;), al, Xq:= 0, ly);
end if
end do
end do
6. Add TA transitions corresponding to RTA-DEVS externa transitions:

For eachd D do
Foreach s & do
If (Oext(S, &, cond(€)m ) = scm) then
E=EuU (l;, cond(Xa)m), a?, X4 := 0, lxm);
end if
end do

end do
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Il whenever:  de(S,8,6) = Sa cond(e);: 0 <e<ci

1 = S cond(e),: ¢ <e<c»

I = S cond(®)m: Cm1 <e<cm
// then we have define  cond(Xg)m = Cm1 <xq<Cm

/I where cond(Xg)1, cond(Xg)2, ...., cond(Xg)m are convex polyhedra (i.e. described
/by a finite number of linear inequalities)

}

From steps of 5 and 6 in the above algorithm, we see that this algorithm has a linear
time complexity O(n*m), where n is the number of atomic components of the input RTA-
DEVS model, and m is the maximum number of states in a single atomic RTA-DEVS
component.

By applying the previous agorithm, we obtain a TA model that executes every
transition defined in the RTA-DEVS model under study. As we know, the RTA-DEVS
behavior is completely defined by its transition functions, which defines al transitions in
RTA-DEVS model. Thus, the resulting TA model executes the RTA-DEVS. The
behavioural equivalence of the resulting TA model to the original RTA-DEV'S model has
been verified theoretically with the bismulation relation as we showed in sections 4.3.1,
4.3.2, and 4.3.3. This also was verified with a practical example as introduced in section

4.8.
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Table 2: Transformation of RTA-DEVSto Behaviourally Equivalent TA.

RTA-DEVS Equivalent TA
Interna Transition
e ..
\ %) Q
! - B\
i %
L5 \\
clock x;

ta(sy) = C, din(s1,.€)=ss

External Transition

ol

a?
ta(s4)=C,
Jet(S4,2,8)=S, 0<e<3
det(4268) =S, 3<e<ta(s)

clock x;
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4.5 Resolving rational numbersin RTA-DEV S model

Timed safety automata, as defined in section 2.2.1, only deals with bounded integer
variables. This restriction is made to guarantee the finiteness of state-space, and hence
termination of reachability algorithm [5]. This may seem a limitation when oneis trying
to verify RTA-DEV'S models which have constant values of type Real, in their transition
functions. However, this is not much limitation, as any group of real rationa numbers
can always be represented as integer numbers. Thisis donein TA model by changing the
model time scale. For example, imagine we have the following values as constants
defined in RTA-DEV S transition function to represent time in minutes (1/2, 3/5, 3/8). To
convert these to integer numbers on an equivalent TA model, we multiply each of them
by the least-common-multiple of all the denominators. The resultant automaton would be
equivalent modulo time scaling. This makes the TA having the values (1/2 * 40, 3/5 * 40,
3/8 * 40) = (20, 24, 15) and its time scale is 1/40 of a minute. For a network of TA, i.e.
many TA models interacting together in a larger model, the scaling has to be done in al
the models in the network. Therefore, al constants in a network of TA would be
multiplied by the scaling factor. This should not affect the verification results as long as
any requirement to be verified is expressed as a system query, in which its constants are

scaled with the same factor as well.
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4.6 DEVStoRTA-DEVS

One of the main obstacles in verifying classic deterministic DEVS models through
transformation to TA isthe possibility of DEV'S models to have irrational constant values
in their interna or external transition functions. When doing the previous transformation
from DEVS model to TA, this would produce TA model with irrational constant values
in its guards or state invariants. However, such TA model reachability analysis would be
undecidable as shown in [69]. This implies that for any DEVS model containing state
lifetime of irrational values, it will not be possible to directly apply the transformation
shown in table 2. In this case, the irrational values would need to be approximated to the
nearest rational value according to the modeller’s choice, based on the required precision
for the equivalent RTA-DEV'S model. In doing so, the transformation should take into
account the following rules. These rules when applied, avoid building invalid RTA-
DEVS or TA models containing time-action locks (that prevent the model execution
progress), or loops where execution progresses infinitely without allowing time to
advance [77].

Rule I: When approximating an irrational value of a state lifetime, and the interna
transition output of this state is coupled with an externa transition, the choice of the
approximation value should be consistent for all constants using thisirrational number.
Formally, if the DEV'S coupled model as shown in figure 22 is defined as the following:

Hm(S.Cim=5 , 1XS) = a , ta¥(S) = Cir

5Bext(5<,e,a)= (S,0) Cnp<e<w
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5Bext(3(7e’a): (Sﬂ ,O) 0 S e< Cirr

It should be approximated in RTA-DEVS as:
Hn(SC)=g, AG)=a t&a¥(s)=C
e(Se82)=(S,0)
ex(S0€8)= (Sn.0)

C<e<w
0<e<(C
Where:

Cirr: isanirrational real number.

C; :isarational real number.

in, A, ta 1 Functions defined for component A.

LConmument U

Cavmpwinemt A

Componient B

Figure 22: A coupled DEVS model.

Rule I1: When approximating an irrational value for elapsed time in the definition of

the external transition function, the choice of the approximation value should be

consistent for all constants using thisirrational number. Formally; if the following DEVS

external transition function is defined in amodel similar to the one shown in figure 23:
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Jex(S,28)=(S,0) Cir<e<w

oext(S,6,8)=(S,0) 0<e<Ci

It should be approximated in RTA-DEVS model on the following form to avoid
creating action-locks:

oex(S,6,8)=(S,0) C<e<w

Jex(S,68)=(S.0) 0<e<GC

The second rule is to avoid action locks that may happen if we define the external
transition function with conditions on its transitions where there is a gap in time (in
which the function is not defined). Another possibility is to have an approximated
externa transition function in which conditions on different transitions overlap in time,

thus creating non-determinism that is not in the original DEV'S model.

Lompauitik | !

Lo prorHe 4

.__.|

Comipaiicntl B

Figure 23: RTA-DEVS component with External Input.
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4.7 Estimation of Approximation to Verification Results

When we approximate irrational values that may exist in a DEVS model to obtain the
equivalent RTA-DEV S model, we get an approximation error A between irrational value
and its approximated number. The next question is how the approximation of irrational
constantsin ta or d affect the formal verification of RTA-DEV S models. Would aresult
obtained from model checking RTA-DEV'S models apply to the original DEV S?

When we approximate an irrational constant C;,, with a rational constant C,, we
introduce an error A such that Cj;; = C; = A. This error appears whenever Ci;; isused in a
time advance function or in an external transition function. Verification of RTA-DEVS
through transforming it to an equivalent TA is done through reachability analysis. Would
this analysis differ by introducing the error A when we move from DEVS to RTA-
DEVS? Answering this question directly requires applying reachability analysis to the
original DEVS with irrational constant values, and again for the transformed RTA-DEVS
model with the rationa values, then comparing results. This approach however is not
feasible as reachability analysis for timed models with irrational constantsis proven to be
undecidable as shown in [69].

Therefore, there is a need to use an approximate approach to estimate the effect of A
on the reachability analysis. This problem is equivalent to the problem of TA robustness
[65]. A robust TA model accepts an input sequence of events within atime interval. Each

event is accepted within a bounded time interval instead of an exact point in time as per
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normal TA. This is caled a bundle of events that are close in time and the model still
behaves the same with this bundle input.

Puri [78] extended the notion of robust TA to include models that their reachability
analysis is unaffected with small driftsin clock models. In this definition, a model is not
robust if for any small drift in clock rate, the reachability results change. In [66], De Wulf
et al. proved that clock drifts in TA are equivalent to having a reaction delay by the
implementation. This delay can be seen as an increase of guard constants by a small
positive value A. The robustness problem is then transformed to a problem in which one
needs to find a value A that keeps verification results correct. Further work by De Wulf et
al. [67] showed a methodology to assess a model for implement-ability by using standard
TA model checking tools, and also showed a proof that if a model is tolerant to a certain
value A, it would also be correct with any value A" such that A’ < A.

We used the results from the robustness theory of TA to check if formal verification
results of a RTA-DEVS model correctly applies to the original DEVS model, and this
work was published in [69]. Given an error A introduced by approximating irrational
numbers in a DEVS models, we use an enlarged time interval with A to model the
possible transition from a state in a non-deterministic fashion. For example if we have the
following definition of DEV S external function dex:

Jext(S,68)=(S,0) Cir<e<w

oext(S,6,2)=(5,0) 0<e<Cir
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and we have Ci;; = C, £ A, then, we enlarge the interval in which the external transition
isenabled, i.e. to define ey as:

Jex(S,€a)=(§,0) Ci-A<e <o

Jext(S,6,2)=(S,0) 0<e<Cir+A

These modified intervals results in an overlap interval as shown in figure 24. In this
overlap, the TA behaves non-deterministically to choose either right or left time interval
to follow. This non-determinism would cover al reachable states within reachability

analysis, thus covering any value A’ such that A’ <A.

0<e<Cin Cipr <e<0

A
v

A
v

A
A 4
A
A 4

v

Crs Crq
Cirr

Overlap Cirr -A <e<o

A
v

0 <e< Cirr + A

A
Y

Figure 24: Overlap of two intervals because of approximating irrational value.

Using the above approach for irrational values, any DEV S model is transformed to an
equivalent TA as shown in the previous section and as we have shown in [68]. This TA
model is then checked against the desired properties. With non-determinism in the model,
UPPAAL checks the transition function in the overlap interval, covering the point around

the irrational number value. Hence, if the model checking results were correct, we
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conclude that the approximation did not introduce errors to the RTA-DEVS model. On
the other hand, if the verification results show a violation to the desired properties, we
can conclude that this model with the approximated value C; does not hold the desired
properties. Hence, the designer needs either to select another value of C; by reducing the
error A, or if this is not feasible because the designer needs a model that can tolerate a
large error value, the current DEVS model need to be revised to hold the desired

properties and then it can be re-verified again to confirm this.

4.8 Case study: an Elevator Control System

To show the above-proposed methodology of estimating the effect of approximation on
reachability results, we modified an example originally introduced in [72]. That example
defines an elevator system composed of an Elevator, the Elevator Controller and an
Environment that represents a user pressing different buttons. The elevator controller
interacts with the user to receive button requests from each floor. Then, it makes the
elevator move to respond to the user requests. This is an example of a (soft) Real-Time
System with safety and bounded response time requirements. This example was
transformed from RTA-DEVS to TA, and verified to work correctly in UPPAAL. A
summary of this case study, originally presented in [68], is given below.

The elevator model shown in figure 25 represents the different states of the elevator
movement and transitions between these states. This is an abstract model of the elevator
where some details like door operation, floor display, etc. have been ignored (as we are

only interested in controlling the elevator movement). The elevator starts in the stopped
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state and waits for the controller commands to move (satisfying a button request from the
user). The controller takes the decisions for direction, start and stop of the motors.

The elevator DEV'S graph model in figure 25 has 5 external transitions, shown with solid
arrows; and three internal transitions (one internal transition from aux state to stopping
state is hidden under the externa transition shown in the figure), shown with dotted
arrows. Note that an external transition is enabled whenever the expression on that

transition evaluates to truein RTA-DEV S model.

Figure 25: Elevator RTA-DEVSModed.

The expression Value(mover) evaluates to true whenever the elevator model receives a
value in mover variable equals to 1. This expression is transated to a channel reception
move? as shown in the TA model in figure 26. In this case, whenever a value is
transmitted on that channel, the transition synchronized on that channel is enabled. By
taking each transition from the RTA-DEV S model and applying the previous steps of the

algorithm in section 4.4, we get the behaviouraly equivalent TA model shown in figure
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26. Also note that time advance values for each state in RTA-DEVS model, has been
substituted with an equivalent clock invariant in the corresponding state in the TA model,

and the constant in that invariant equals state lifetime as indicated on the RTA-DEVS

model.
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Figure 26: Elevator TA mode.

The elevator controller is also responsible to interact with the user and send commands
to the elevator to satisfy the user requests. The controller RTA-DEV'S model is shown in
figure 27 and represented in DEVS graphs notation. In this model, we abstract the
behaviour of the controller to being in one of possible 6 states. These states represent the
elevator in regards to its movement direction and its acceleration. The states are
SdByStop that represents the elevator in a complete stop and ready to move for any

coming requests, Moving in which the controller makes a decision to move the elevator
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based on current floor and the button pressed floor, SdByMov corresponds to the elevator
moving to the desired floor and the controller in that state receiving sensor signals to
decide when to stop the elevator, aux which serve as a dummy state with internal
transition that is executed immediately after reaching that state, the state purpose is to
enable the test of the sensor value on the externa transition to it with the function
equal (sensor ,floor), Stopped which corresponds to the controller deciding to send a signal

to the elevator to slow in preparation to stop, and Stopping corresponds to the controller

waiting for the elevator to get into complete stop and send a stop signal to the controller

—_— - = —
— = - — ==

Stopped

lep COGCO;1000,;00

00:00:0C:00

Figure 27: Elevator Controller Model as DEVS Graphs.

In this model, the controller would be in SidByStop state waiting for a button request to
move. Whenever it receives the button request, it would trigger an external transition, and
compare the button floor to the cur_floor of the elevator. Based on this comparison, the

controller would determine the direction in which the elevator should travel to, and stores
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this info into the direction variable. The controller then reaches Moving state that has a
lifetime of zero time units. Therefore, an output function is executed to send the direction
information through the port move to the elevator model, and an instantaneous (with no
time advancing in Moving state) interna transition would be triggered to change the state
into SdByMov state. The controller then decides to change to stopped state if the sensor
reading matches the desired floor; otherwise, it would loop between aux state and
SdByMov states as shown in the figure (please note the double head arrow between states
SdByMov and aux that shows two transitions in opposite directions).

We applied the transformation steps shown in section 4.4 to the elevator controller

RTA-DEV S model to obtain TA shown in figure 28.

&

Figure 28: TA Controller model in UPPAAL.

In order to model input to the system, we construct an automaton that would send the
button and sensor inputs to the controller as in figure 29. This automaton is necessary to

make the TA system under study a closed model. In order for model checking techniques
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to be able to verify desired properties, they must work on closed systems as model
checking would explore al possible system transitions to be able to determine if the
desired property is met or not. Therefore, a good modeling of the system environment is
also necessary to completely check all possible system behaviours for all expected
environment inputs. However, modeling different environment behaviours is out of scope
of this thesis and it is left for the modeller to choose a model that best describes system
environment. In this thesis, we built a simple environment to test our verification
methodology to DEVS model. In other systems, the modeller may need to build a
sophisticated environment model that covers a bundle of scenarios as an input to the
system being verified. TA models can cover a range of scenarios as it can be
nondeterministic; however a suitable DEV S class with non-deterministic behaviour has to
be chosen to model such an environment.

The environment modeled in figure 29 is responsible for sending button and sensor
events to the controller. It starts at Sl state, after staying in this state for 5 time units, it
sets variable button to 3, then synchronizes with controller TA on channel buttonc.
Again, waits in state & until its clock y reaches 10 time units, sets sensor to 1, and
synchronizes with the controller on channel sensorc. This process continues for the
desired inputs sequences to the controller, and then resets the clock and restarts again at

SL
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Figure 29: Environment inputs (Button and Sensor).

After translating our DEVS model to an equivalent TA model, we can use model

checking to answer questions about our DEVS model behaviour that otherwise would

have needed to fully simulate al possible executions of the DEVS model to get the

answers. Some of the important questions would be:

a. Does our DEV'S model execution stop at one point without being able to progress

(having a deadlock)?

b. If no deadlocks are found in the DEVS model, is it always guaranteed whenever a

user pushes afloor button that the elevator would reach that floor (normal operation as

desired for the elevator system)?

c. In case the elevator eventualy reaches the requested floor, is there a time upper

bound between the request and the arrival of the elevator that our model would aways

guarantee to happen?
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In order to answer these questions, we formulated these questions into formal queries
to the TA model. For the first question, we applied the UPPAAL verifier to our model to
check for any deadlocks that may be present in the elevator model. To check for that
failure, we have formulated a simple query in UPPAAL. It is expressed in UPPAAL
Computation Tree Logic CTL query language [9] as:

A[] not deadl ock
After running the checker, it shows that this property is satisfied, i.e. there is no

deadlock in the DEV S model as results shown in figure 30.

UPPAAL version 4.0.6 (rev. 2986), March 2007 -- server.
Al] not deadl ock

Property is satisfied.

Figure 30: Elevator Verification Resultsin UPPAAL

To answer the second question, we need to check for the liveness property, i.e.
something would eventually happen. In our case, for the proper operation of the
controller within the coupled system, we are interested to check if by pressing a certain

floor button, the elevator would eventually reach that floor. For example, if the user
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presses the 3™ floor button, the elevator would eventually reach the 3rd floor. This
property is expressed in CTL as:
button == 3 --> ElevatorController.cur_floor ==

This property was satisfied as well in UPPAAL model checker for the given model.

However, for aquery as:

button == 3 --> ElevatorController.cur_floor == 4
the property is not satisfied as we expect. By pressing 3" floor button, given the elevator
initially stopped at 1% floor, there is no way the elevator would reach the 4™ floor.

To answer the third question, i.e. to know if the elevator would reach the requested 3"
floor within some bounded time. We extend the model for bounded time checking by
adding Boolean variable b, and a global clock z as shown on the Elevator model. Variable
b would be set to true aslong the elevator starts traveling and until it reaches the Stopped
state again. Therefore, by checking the accumulated time while b is true, it would give us
the property we need to check. Then, the property would be expressed with the following
query:

Al] ( binply z < 27)
which is satisfied. However, the following query is not satisfied:
Al] ( binply z < 26)

This shows that the elevator would reach the 3" floor after requested there by no less
than 26 time units, but guaranteed to be there at 27 time units or more. More complex
gueries to check for more properties could also be formulated and verified by UPPAAL

in case that we have a more complex DEV'S model.
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Figure 31: Elevator-Controller in DEVS Graphs notation with irrational value.

To show our proposed methodology for approximation error estimation, we changed

the example by introducing an irrational value in the controller model. State stdbyMov in
figure 31 would now have time advance value of /1000007 instead of 1000 as was in

figure 27. This value can be approximated as 1000007 ~ 1000.003 or /1000007 =~
1000.004, thus giving an approximation error A= 0.001.

These approximations are rational numbers and to obtain integer numbers on the
equivalent TA model, we used the method discussed in section 4.5 to re-scale time on the
model by multiplying theinitial scale by 1000.The resulting TA model is shown in figure

32.
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Figure 32: TA Controller model with Non-deter ministic behaviour.

In this model, we added node E and a transition from SdByMov to E that is enabled at
elapsed time of x > 1000003. This TA is semantically equivalent to the DEVS model in
figure 31. However, this TA alows the transition from node SdByMov to node Stopped
to be taken non-deterministically in the interval [0,1000004] while transition to E is
enabled in [1000003,:0]. This ensures covering the interval [0, Y1000007] in UPPAAL
model checking.

The model checker was run to verify the non-deterministic version of the elevator-
controller model along with the other components in the elevator system as we showed in
[68]. The verification results were successful as was before for the deterministic version
in figure 28. This indicates that the approximation error did not affect the verification
results. Hence, for any value smaller than 0.001, the results would not be affected as was

proven by De Wulf in [67].
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Although we could not verify the DEVS model in figure 31 directly as aresult of the
irrational value of time advance function, our methodology approximated this model to a

behaviourally equivalent TA, which could be used to verify the TA model.

4.9 Known Methodology Limits

It is awell-known problem of all model checking techniques that the number of nodes
in the reachability graph grows exponentialy in the number of components and number
of states of each component. This is called the state-space explosion problem. Model
checking algorithms need to store a representation of the full reachability graph to be able
to terminate after visiting all nodes of the graph. Due to the exponentia growth of
reachability graph, even if timed model checking is decidable with TA, there is a
limitation of the practical size of models that can be checked with current tools and
hardware.

This limitation also limits the size of DEVS models that can be verified with our
methodology. However, as we show in section 6.1.1, our methodology can be extended
by some techniques that reduce the size of reachability graph and hence scale the

methodology to verify larger sizes of DEVS models.
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Chapter 5: Hybrid DEVS Systems Verification.

5.1 Continuous-Discrete systems Verification

In chapter 3 of this thesis, we introduced a methodology to enable the verification of
deterministic and discrete DEV'S models. Although the method is useful for deterministic
discrete systems, in the case of RT embedded systems a discrete controller needs to
interact with some physical environment that is continuous in nature. Examples of these
are automobile cruise-control systems, boiler temperature or pressure control systems,
heating and air conditioning systems, and power-plant systems. The controlled variables
in these environments are continuous, and they are modeled using differential algebraic
equations. However, the computer controller system is a discrete digital system. This
makes the models of control systems a hybrid between continuous and discrete
component models.

In order to overcome the problem shown in section 2.4 for hybrid systems verification,
we introduced a technique within the DEVS formalism to model, simulate and verify
hybrid systems. This technique uses the QSS method shown in section 2.4.1 to provide a
way to model the continuous components. With this ability, we have an overal
methodology in which a designer is able to model and ssimulate hybrid control and

embedded systems within DEV'S. Then, with this research results, the designer would be

107



able to formally verify the hybrid model to guarantee the system correctness. This
methodology is built on the verification of DEVS & RTA-DEVS models discussed in
chapter 3 and aso on the use of the QSS method. Asa DEVS model is executable on any
embedded DEVS platform, for instance the CD++ engine (e-CD++) [8], the verified
digital controller component can be deployed as an executable on the target system
running e-CD++.

To accomplish the above goal of the thesis, we extend the previous work of
verification of DEVS models done in chapter to include a special method for
transforming continuous models expressed in QSS to TA. This enables the verification of
hybrid DEV S models through model checking tools like UPPAAL.

To show the main ideas for hybrid systems verification within DEVS & QSS, and
potential problems and challenges that we need to solve, we present here a simple
example of a smple continuous formula that is used for modeling many physical and
natural systems. This is an exponentia decay formula that describes an amount
decreasing exponentially with regard to time. Some of the natural systems that follow this
are[79]:

e Radioactive decay, where a radioactive material undergoes a nuclear change, the
number of remaining atoms, from an initial amount, follows the exponential decay
formula.

e The decrease of a temperature of a hot object cooling in a natura convective

mode, such as a space-heating radiator.
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e Atmospheric pressure, which decreases as the | atitude increases above sea level.
Some of these examples could be a part of a hybrid system composed of the physical
environment and a digital controller, such as a thermostat-controlled heating of a room
space. The temperature of the room radiator decreases exponentially with respect to time
while the thermostat is in the off state. The exponentia decay formula is modeled as
follows, using an ODE:

dx/dt = -x(t) (Eq. 5.1)

Which has the analytical solution x(t) = €', with theinitial condition x(0) =1
Figure 33 shows a graph of the exact analytical solution of the exponential decay

formulax(t) = 10 €' where x(0) =10.

x(t)

12

10

Figure 33: Exact solution for the exponential decay for mula.

This simple ODE has an exact anaytical solution, which is not the case for many other
complex differential equations that exist in rea-world applications. In those cases, the

traditional technique is to use numerical methods to obtain an approximated solution.
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This approximated solution can be made arbitrarily accurate with a small error difference
from the expected exact solution. In most applications, this inaccuracy is acceptable as
the measurements of any physical value are of limited precision. Further, the modelling
process involves abstracting many irrelevant details from the real system, which adds to
the inaccuracy of the final solution. For these inaccuracies, an approximated solution is
acceptable aslong asits error stays within the margin of these tolerated inaccuracies.

Numerical methods for solving Differential Algebraic Equations DAE that describe a
physical system can be represented in discrete event form using the QSS method. This
happens to be a convenient form to model complex systems with the hierarchical nature
of DEVS. It also allows the integration of the QSS components with other DEV S discrete
event components to model any hybrid system.

Model checking also needs a discrete finite representation of the system under
verification, thus, QSS & DEVS give the right system model for model checking
provided we solve some of the problems we face when we apply model checking on QSS
components. ldentification and solving these problems is the focus of this section of the
thesis. To illustrate the issues with verifying DEV S models done with QSS, we would use
the example of the decay formula shown above. The solution of the decay formula of
(Eq. 5.1) is approximated with linear segments in QSS as shown in figure 45 on page
130. Each linear segment starts from a quantization level Qy, and ends at the next
guantization level Q1. The slope of a linear segment is calculated as per the system

ODE, for (Eg. 5.1) dg/dt = -q. From this slope, QSS calcul ates the time needed for
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the quantized variable q to move from Qx to Qx1 as o = dag/slope = dg/q. These
calculations are part of the definition of the internal transition function &n(s) in (EQ. 5.2).
The system starts with an initial state x(0) = 1 which is modeled with the quantized state
g = Qo = 1. The quantum dq chosen in this example is 0.1, thus Qx — Q«.1 = 0.1, i.€. Qk1 =
Ok — 0.1, because the function slope in this example is negative. This solution of (Eg. 5.1)
isdefined in a discrete-event form by the following QSS DEV S model:
AMp =<XY, S &t Oext , 4, ta> (Ea.5.2)

X=0
S={s|s=(a, o)}
ta(s) =ta(q, o) = o
Gnt () =dnt(a, 0) = (9-0.1,0.1/q)
A0.0) =q
g: is a quantized variable related to x(t) system variable by a quantization function as
shown in section 2.4.1. Figure 33 shows the exact analytical solution of the exponential
decay formula x(t) = 10 €', which has x(0) = 10.

Figure 34 shows the quantized representation of the decay formula as a result of

simulating this QSS model, with x(0) = 10.
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Figure 34: Quantized representation of exponential decay.

In the following section, we will ook into the issues that we need to solve to enable
hybrid DEVS verification. Please note that we do not try to propose an aternative
method of solving continuous systems here. We only try to find suitable discrete
representation that can be formally verified with the controller design. This discrete

representation is obtained here using the QSS method.

5.1.1 Transforming QSS DEVS modelsto TA

To verify a genera QSS system as defined in section 2.4.1 using timed automata, it
would be necessary to represent it as an equivalent timed automata model while we
preserve all the important properties that we may wish to verify, such as safety,
reachability, and bounded liveness. To do so, we use an over-approximation model to
contain al system behaviour defined in the QSS model. In order to do this, we need to
solve the following:

1) The QSS mode uses variables of type Real, which theoretically imply an infinite

state space, while only Integer variables are supported in TA. Thisisto guarantee the
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2)

3)

finiteness of reachability state space, and hence the termination of TA reachability
algorithm. Thus, we need an abstraction mechanism to reduce the infinite state-space
of QSS variables to the bounded finite state-space of UPPAAL. However, this
abstraction should preserve the critical properties in the hybrid system that we need to
verify.

The exact behavioural equivalency between a continuous system modeled in QSS and
TA cannot be done with bisimulation, as the QSS state variables are Real numbers,
while TA have only Integer variables to represent the model states. We need to find a
simulation relation between the continuous system and the QSS/TA model that
preserves the important safety requirements.

A change of avariable representing a continuous system state is often described with
arithmetic functions that return a Real number, and whose domain is aso a Redl
number. These functions would need to be represented with approximated Integer
arithmetic functions (for example, trigonometric, logarithmic or exponentia
functions).

To solve the first challenge, we need to represent the infinite continuous state-space

with areduced finite state space. Thisis easy as practical considerations put alimit to the

number of states a QSS system would have for its variables. For example, it is common

to use some variable x to represent the value of a physical measure in a system. From the

modelling process, it is possible to identify lower and upper bounds on the values of this

variable in a given model. Further, any measured physical property would have a finite
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precision according to the measurement method. This limited precision would lead to a
measurement error |err| < Xi+1 - X;, i.€. the least possible observed difference between two
successive values of variable x, is equal or greater than the measurement error.

Therefore, these observations provide a finite state system where the bounds would
constitute lower and upper saturation bounds Qp and Q;, and the quantum> |err|.

Thus, we obtain the finite set Q of the quantization levels defined for a QSS mode!:

Q={QuQ, ....,Qr} asetofreal numberswhere Qy—;< Qxwith I <k<r,

Q«— Qi1 > |err]. In this case, the number of states of a QSS system would be at most
r+1 states.

In order to meet the second requirement, we do not need total equivalence of
behaviour between QSS model and TA model. To verify the QSS model behaviour, we
need to include this behaviour within TA model, i.e. one way simulation relation (the TA
model simulates the QSS model). This is obtained with an approximation that includes all
QSS model behaviour and thus preserves the properties we wish to verify. This can be
done with an over-approximation of the QSS model that contains al behaviours of the
original QSS model plus some extra behaviour due to the over-approximation. One way
to do thisisto abstract each Real number with an integer interval, and this can be done to
any degree of precision required. This produces an over-approximation that guarantees
full inclusion of the QSS model behaviour. This, in turn, guarantees any reachability

verification results on the over-approximation are true for the origina QSS mode!.
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An over-approximation preserves safety and bounded liveness properties as Berard et
al. have shown in [80]. These properties are very important when verifying hybrid
systems. The safety property says that there is (are) no unsafe (or bad) state(s) reachable
from the system initial state(s). The bounded liveness property says that, whenever an
event occurs, the system would always respond within a specific time bound t.

An example of how safety and bounded liveness properties are preserved, by over-
approximating the original model, is given in [80]. As these properties are the most
important in an embedded control system, we claim that over-approximation would
suffice for our purpose, and the main purpose of this stage of the research will be to
verify such aclaim.

To illustrate the over-approximation, figure 35 shows an example of over-
approximation of Real numbers with an Integer interval. In this figure, the “small”
bubbles (states) represent the Real values of a system state variable that changes during
system evolution. To approximate the system behaviour, all states where the state
variable in the closed interval x=[1.0,2.0], could be represented by a single state, S, in
which, the state variable value is over-approximated to this single state representing the
values [1,2]. The state S thus contains all possible system dynamics for variable x in the
interval [1.0,2.0]. Assume that the state where x=1.4 is a “bad” state, and we wish to
check the safety of our system, expressed as a condition to never reach this state from the
initial system state. Then, if the reachability analysis of the over-approximation shows

that the state S is not reachable from any initial system state, then we can guarantee that
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the bad state (which is contained in S) is also non-reachable in the original system, hence
we prove our system safety. However, as indicated in [80], if the reachability analysis
shows that we can reach the large state S, then we cannot conclude the safety of our
system unless we refine the approximation to a smaller approximation and re-do the
reachability analysis. This example shows how the safety property is preserved in an
over-approximated system, i.e. whenever we verify an over-approximation for a safety
property and the system proves to be safe, we conclude that the original system is aso

safe as explained in [80]. The same can be deduced about the bounded liveness property.

S
X =[1,2]

Unsafe
state

Figure 35: Example of real number s over-approximation with integer numbers.

Now, we look into getting an equivalent TA model for the QSS model of the decay

formula. To do so, we simulate the QSS behaviour with an equivalent TA model which
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contains this behaviour. First, we look at the semantics of the QSS model of (Eg. 5.2)

which represents aloop as follows:

1 Initial values are assigned to g=1 and o = 0, resulting in initial state S=(1,0).

2. After atime elapse of e =¢ the output function is triggered to send the value of g

to the outport, and then & is triggered to calculate the next state s, which is composed of

the new valuesof gand o: s= (g-0.1, 0.1/q).

3. Repeat step 2 in the loop until s= (0,10).

To transform this DEVS model to a TA, we need to solve the following issues:

1. The TA variables can only be of bounded integer type, in order to guarantee the
finiteness of state space and hence the termination of the reachability algorithm.
However, in QSS, state variables are real numbers and thus have infinite values.

2. Thetime of next quantum event (o )is approximated to an integer number. However,
in doing so we need to preserve the original behaviour of the QSS model, and hence
preserve the properties we need to formally verify.

The first issue is handled by converting rational Real numbers to Integers by
multiplying al the values by the least common multiple of al the denominators. For any
irrational values, we can use the technique we introduced in section 4.5. For the second
issue, we use abstraction by over-approximation [39]. With this technique, we
approximate the real value of the event time t; with a bounded time interval such that t;
e[TL,Th], where T_ =floor(tj) = Tw = ceiling(t;)). This guarantees that the resulting TA

would include al possible event timingsin that interval.
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To obtain a TA that contains al the behaviour of the QSS model, we need a simulation
relation with the QSS modd (i.e., TA simulates QSS). To do so, each state in QSS would
be simulated by a corresponding state in TA and each target state in QSS is simulated by
a corresponding target state in TA. This is done in the TA model shown in figure 36.
Inspecting the semantics of this TA model, we can see the following ssimulation of the
QSS model after multiplication by ascale of 10 to remove fractiona parts:

1. TheTA startsin theinitial state S1, and movesto S2. On thisinitial transition, the

total state variables are initialized as sigmal.=0, sigmaH=0, clock t = 0, and g=10.

2. After thetime dapset where Lo] <t< [o] the transition S2—>S3 is executed,

calculating new value of g=g-1.

3. S3isacommitted state, causing the transition S3—S2 to be taken immediately,

calculating new values, on this transition, for sigmaL = | o] and sigmaH = [ &|. The

total stateat S2is(q-1, Lol <t<[ol).

4. Steps2 and 3 are repeated until the total state = (g=1, sigmalL=sigmaH=10).

To compare between QSS and TA semantics, we look at their states and transitions.
From the above semantics of the QSS model, we notice that QSS has the following states
and transitions:

t=0,;t= t=0,t=

(=00, t < o) O (o= o t < o) O sir o t < o)

t=0,;t=0 _ t=0,,t=

°, (9= Q1o, t < )

118



From the semantics of TA model of figure 36, and after changing the model scale to

eliminate fractions, this TA has the following states and transitions:

(q:q01t<ro_1‘|) \_O'JSIS(O'J;t:O »(g= qut<ro_2‘|) \_O'ZJStS(O'Z—‘;t:O s (G5 O,

t<los) los]<t<[os}t=0 S Loy |<t<[ay, ft:=0 >(0= Qo, t < 0)

From this, we can see that, for each transition in the QSS model, every state in the
QSS model is simulated by a state in the TA model. It results that the TA of figure 36
simulates the above QSS model, and is an over-approximation as it contains al the

transitions and the states of the QSS model.

In implementing this TA model, the calculated value of the next event o is over-
approximated within an integer interval [Lol , [ o] ] with the following functions we
defined in the UPPAAL model:
roundUpDiv(xy) =[x/y]

roundDownDiv(x,y) =|x/y]

@ T — ——___I-'"*._
: A,
i W 1) . -
-1 :'}/ '
1 “xk 1
",
- .\\'\.
I'E_,, y

Figure 36: TA model of exponential decay for mula.
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In this timed automaton, the state variable is represented with an integer variable g.
This TA model produces the quantized output through the values of q that represent the

state variable. The output of this model over-approximates what is seen in figure 34.

5.1.2 Case Study of a Hybrid Elevator System

To show how this integrates into a methodology for verification of hybrid DEVS
models, we modified the example originally introduced in section 4.8 to contain a
continuous model describing the dynamics of elevator braking. We also published a
summary of this case study in [81].

To extend the Elevator case study we introduced in section 4.8, we consider a
continuous model of the elevator de-acceleration motion due to applying the brakes. This
model can be described by adifferential equation as:

dv (Eq.5.3)
—=a
dt

Where v is the elevator speed, and a is a constant acceleration which is a negative
value in case of braking or a positive value for moving out of rest. Figure 37 shows a

negative constant acceleration representing braking action applied on the elevator.
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Elevator Braking
De-acceleration 0 T T T T T T )
(m/sec?) o1 5 10 15 20 25 30 35
-0.2
-0.3
0.4
-0.5
-0.6
Time (sec)

Figure 37: Elevator braking. De-acceleration: 0.5 m/s”.

The speed of the elevator at any point in timet can then be obtained as:

v=at+ v (Eq.5.4)

With v; the initial elevator speed before applying the brakes. figure 38 shows the
change in elevator speed during braking. The elevator brakes are applied while its speed

is4 m/s, and the subsequent reduction of speed is shown until complete stop.

Speed m/sec Elevator speed

4.5
4
3.5
3
2.5
2
1.5
1
0.5
0

0 2 4 6 8 10

Time (sec.)

Figure 38: Elevator speed under braking.

With this continuous model of the elevator motion, our overall e evator model becomes

a hybrid between discrete and continuous components. To simulate and then verify this
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hybrid model, we must obtain discrete representation of the elevator braking model. This
can be done within DEV'S formalism using the QSS method. A QSS model to represent
the elevator speed under braking (Eq.5.4) can be described as follows:

AMp =<X Y, § bt Oext , 4, ta> (Ea.5.5)

X= @,

S={s|s=(q, o)};

ta(s) =ta(q, 0) = o; G (S) = (q, 0) = (q-0.5, 0.5/a)

A(d.0) =1

g: is a quantized variable related to v(t) system variable by quantization function as
shown in section 2.4.1. Figure 39 shows the quantized output of this QSS model.

a: isthe slope vaue as defined by (EQ.5.3).

GQuantized speed g
(mi's)
45
4
3.5
3
25
2
1.5
1
05
a

Quantized speed

T T T T T T T T T
a 1 2 3 4 g B 7 g q
Time {sec)

Figure 39: Quantized braking-elevator speed.
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To enable the formal verification within UPPAAL to the combined hybrid elevator
model, we transform the QSS model of (Eq.5.5) to an equivalent TA model as per the

method shown above, resulting in the TA shown in figure 40.

- __*@_..__:i' . |
.}—:{_

i

| S ] L il pDiv a0 UL Al CLmM)
b g CUNEDCW D W 2~ MULT_FACT Raccal

Figure 40: TA model of braking elevator motion.

Sigma s calculated as per the definition of (Eq.5.5) within the & function. However,
sigma is defined as a real value in the QSS model. Therefore, sigma value is over-
approximated with an integer interval o € [sigmal, sigmaH]. Thus, the TA model
behavior includes all the trgectories (g,t) where q is the quantized state, and t € [sigmal,
sigmaH]. In addition, since TA deals with only integer type variables, we multiplied all
values of the QSS model by a factor of 100 to convert al fractions to integers. This
multiplication is done on al TA components in the elevator model to scale the time
evenly for al the component models. We note here that this multiplication, though
necessary to convert rational constants to integers, yields the total reachability graph size

larger as number of nodes in reachability graph increases with the maximum constant
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value in a TA model. This is noted in section 6.1.1 for future enhancements to this
methodology. Another modification to the original elevator model was necessary to
enable the elevator to communicate with the QSS model through the synchronization
channel applyBrake, and for the elevator to move to the Stopped location only when the

guantized speed value g reaches zero. The modified elevator model is shown in figure 41.

=11
(AL R [,

Figure41: Modified elevator TA model- scale of 1/100 second..

In this model, whenever the elevator receives the command from the controller to stop,
it synchronizes with the braking motion model with sending applyBrake!. This would
start the computation of the quantized speed output by the TA shown in figure 40. The

elevator waits in state Braking for the quantized speed q vaue to reach zero. Once the
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elevator speed reaches zero, the transition from Braking to Stopped is enabled and
executed, and then, the elevator sends a synchronization signal on the channel stop! to the
elevator-controller to let it know it has stopped. The rest of the model executes exactly as
shown before in section 4.8. This model of the originally hybrid system alows the
designer to verify the control system with different parameters of the elevator’s physical
system, such as different braking values of de-accelerations, different elevator initia
Speeds, or other parameters in a more detailed QSS model. This is an important addition
to the elevator system verification as relevant physical factors to the controller
performance can be identified and formally verified during the design phase.

In section 4.8, we showed how to verify a number of desired properties for the DEVS
model (such as deadlock freedom, bounded response time, and safety properties) for the
elevator coupled model. We used Computational Tree Logic (CTL) to construct queries
with the requirements and submitted it to UPPAAL to get an answer and hence verify
that requirement. Here we show how to check one of these required properties here with
the hybrid system modeled in the previous section. We start with an elevator model as the
one described in figure 41with its speed decrease asin figure 39.

One such requirement is the freedom of deadlocks expressed in CTL as
Al] not deadl ock.

This meansfor al paths, there should be no deadlocks.
After running the checker, it shows that this property is satisfied, i.e. there is no deadlock

in the DEVS modd!:
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(Acadeni c) UPPAAL version 4.0.13 (rev.

A[] not deadl ock

Property is satisfied.

4577),

Sept enber 2010 -- server.

In another example, a second elevator with braking de-accel eration equals (-0.12 m/s?)

has its continuous and quantized speeds described by graphs shown in figure 42 and

figure 43.

45

35

2.
Speed m/sec 2

15
1
0.5
0

Elevator speed
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Time (sec.)
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Figure 42: Elevator speed, acceleration= - 0.12 m/sec’.
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Quantized speed
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Figure 43: Quantized speed, acceleration= - 0.12 m/s”.
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To verify the elevator-controller with this second version, we changed the parameters
of the elevator acceleration in its TA model and re-verified again. The results are shown

asfollows:

A[] not deadl ock

Property is not satisfied.

In this case, the time needed for the elevator to stop is approximately 33 seconds. This
would contradict with the user requirements model shown in figure 29. In this model, the
user expects the elevator to reach 3" floor within 27 seconds at most, and after this time
the requirement for the elevator controller to be ready to accept another as shown on the
transition &5 — 6. However, the slow-braking elevator would not be able to fulfill the
second request in time, hence we have a time lock [77] and the model cannot progress
beyond 5.

We add a note here about deadlock verification. Deadlock freedom is an example of
liveness property. A system deadlock means the non-existence of enabled transitions in
the moddl, i.e. lack of system behavior at this point in time. When we over-approximate,
we add some extra behaviour to the model. Thus verification of deadlock freedom on the
over-approximated model does not guarantee that the origina model is also deadlock-
free. This is due to the uncertainty if the deadlock freedom is a result of the original
system behaviour, or the extra behaviour added in the over-approximation. However, if
the over-approximated model shows a deadlock, this guarantees the origina system has
also a deadlock as the original system has less behaviour. This result is because liveness

property in general cannot be expressed as a safety property as shown in [80]. This
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limitation does not affect our methodology as the bounded liveness property is of the
most importance to a real-time system. Knowing that a response would come eventually
in future (as deadlock freedom, and general liveness properties imply) is not enough for
real-time system correctness, we need to guarantee a bounded-delay for a response, for
the system to be useful. Bounded liveness property can be expressed as a safety property,

and hence preserved in the over-approximation [80].

5.1.3 Verifying general QSS

To verify a general QSS system as defined above in section 2.4.1 using timed
automata, it is necessary to preserve all the important properties that we may wish to
verify (such as safety, reachability, and bounded liveness). To do so, we use an over-
approximation model to contain al system behaviours defined in the QSS model as we
shown before. In doing so, we need to convert all real numbers with fractional parts to
integers. Thisis typically done by changing the model scale by multiplying al constants
by the least common denominator. However, this can only be done at the model design
time for the quantization levels and the quantum values, as we know the set of
guantization levels and the value of the quantum before model execution. There are other
computed value of the timed automata model such as the state lifetimeo, and the
intermediate values of x and f(x). These values are computed during the model’s
execution, thus we have no idea about these values beforehand, and so we cannot
determine a common denominator for al the possible values computed during runtime.

To overcome this, we need to specify a timed automata model that alows an event to
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occur at any possible time between| o] and [ o 1, or in case of another variable x, the true
variable value would be in a closed interval [| xJ, [ x1]. This effectively gives us an over-
approximation model to the QSS that includes all possible behaviours of the original QSS
model.

We show in more detail this over-approximation with the exponential decay formula
we introduced in section 2.4.1. This formula has the analytical solution x(t) = €', with the
initial condition x(0) =1. Figure 44 shows a graph of the exact analytical solution of the

exponential decay formulax(t) = 10 €' where x(0) =10.

x(t)
12
10
8
6 \
4 \
2 \
0 : : | |
0 0.2 0.4 0.6 0.8 1 12 1.4 16
t

Figure 44: Exact solution for exponential decay formula.

QSS approximates the continuous system with linear segments, and generates events
whenever the approximated solution crosses a quantization level. Figure 45 shows the

QSS approximate solution versus the exact solution of the decay formula.
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Figure 45: QSSlinear approximation

Figure 46 shows events generated by QSS based on the approximate solution. These
events represent the system state changes at pointsin time. In that figure, continuous line
curve represents the exact solution; stepped (marked with x) graph represents QSS
approximation where sigma is calculated as Real number. The stepped graph, marked
with F, and the one marked with C, represents the over-approximation of QSS graph by
o] and [ o | respectively. The time scale has been rescaled by multiplying by 10 to show
details. This figure shows that the QSS behaviour, defined as pairs (event;, time), is

contained within the over-approximated model.
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Figure 46: Over-approximation of QSStrace.

To show the effect of the over-approximation for preserving the safety property, we
assume that we want to verify the QSS system in regard to some safety conditions for its
state variable. These conditions are that the value of the system state variable x would not
fall into an unsafe zone (such as zonel and zone2 as shown in figure 47). From the
diagram, we see that if the over-approximation is safe concerning zonel, the actual QSS
trajectory is guaranteed to be safe as well. The over-approximation however, can show
the system is not safe in regard to zone2 as the state trgjectory enters zone2 at (x=3, 17 <t
< 18). In this case, we can see that the actual QSS system is safe as the actua QSS
tragjectory does not intersect with zone2. Thisis atypica spurious violation of safety due
to the added behaviour with over-approximation; hence over-approximation provides a

more conservative model for safety verification.
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We note here alimitation of the QSS method to model the actual system trajectory. As
the QSS method in this example uses linear approximation, it is known to have an
approximation error when simulating continuous systems with nonlinear dynamics as
shown in [51]. This approximation error is inversely proportiona to the quantum value
dQ. However, by reducing dQ, the number of iterations increases. Some extensions for
the QSS method are using a second-order equation to approximate continuous systems
[60], which results in the ability to reduce dQ without much increase in the number of
iterations. This limitation however, is part of the QSS method, and we do not try to
remove this limitation in this research. We just verify the QSS model that the modeller
chooses to simulate, and verifies. In doing so, the modeller is aware with the small
approximation due to QSS method, and it is acceptable for his’/her purpose. In future
work, addressing the gap between QSS trace, and the actual system trajectories and its
effect to formal verification can be done. We expand on this point in the future work

section in section 6.1.1.

Comtinuous Decay Curve
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Figure 47: Safety zoneswith QSS over -approximation.
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To extend these ideas to a genera QSS system, a major obstacle to model general QSS
models with TA is that QSS uses variables of type Real, while TA has only Integer type
variables. This necessitates an approximation of all Real-valued variables in QSS to an
equivalent Integer values. When faced with obtaining an Integer approximation to a Real
value, we need to round the Real value to nearest Integer. However, in doing so, we lose
the actual value asit isin the QSS model, and this may render TA verification results not
applicable to the original QSS system.

To include the actual value of the QSS variables in our approximation, we
approximate any QSS Real-value with a closed interval between two Integers [L,U],
where L is the mathematical floor function of the Real-value, and U is the mathematical
ceiling. This would constitute an over-approximation that contains the true trajectory
produced by the QSS. This over-approximation, when transformed to a TA model, would
contain al possible behaviours in the QSS model. Thus it would simulate the original
QSS system. In the resulting over-approximation QSS model, any calculations would use
interval arithmetic as introduced in section 2.5.

To show this, we construct a QSS model where only integers and integer intervals are
used. Thus, the QSS system of (EqQ. 2.6) on page 37 may be written as:

MlOA = (X, Y, S, 6int: Sext, 7\,, ta), where (Eq.5.6)

X = 72 x {inport}

Y = Z x {outport}
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S=7%*%Zx Z%% 50

Oint(S) = dim([XL, Xu]» [0k, Oxu/, & [ou, oH] ) =
(Que1, [O, Oku] » k+ sgn(dy), [ o1 ,01H])

Oext(S, € Xu) = Jdext(X, Oy £, 0, €, xy, pOrt) =

(X0 Xl s [Xs X/, &, [ 021 ,024])
A(S) = AX, dy, &, 0) = (Quesgn(dx), OULPOrt)
ta(s) = ta(x, dy, k, o) = [oL, oH]

X=X+ e-dy

Xu=X+e-dy

Qk+2 B (Qk+l) if de >0

XU

ou = W ifd, <0
xU

» ifd, =0

Qk+2 — (Qk+1) if de >0
d,,
o = 2= Qa=é) T;x)k'l ~¢) itd, <0
XL
0 ifd, =
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Q.. — (X +ed,) it x, >0 (Eg. 5.8)
= | (x +ed )—(Q —¢) .
oL L XL k If )Q/L <0
|
o if x, =0
Qk+l_(XJ +e'de) if X\, >0
X/]_ U
o = (%, redy) —(Q —¢) if x, <O
Xu]
o if X, =0

and from (Eq. 2.4) on page 34, we calculate current

function slope as:
da = Lfla(0), u(v)]J (Fa-59)
dh = [q(t), u(®)] |

X = L fDx (@), u(t)]

xw = Lfxu(®), u(t)]]

In the model of (EQ.5.6),(Eg. 5.7),(Eq. 5.8),(Eq. 5.9) we replaced every computed
Real-valued quantity with a bounded Integer interval. Formally, for any calculated Real -
valuer, we replace it with aclosed interval [Lr], [ ]]. This makes the model of (Eq.5.6),-
(Eg. 5.9) an over-approximation to the QSS model of (Eg. 2.6) on page 37. Thus, it
would contain all behaviours of (Eg. 2.6) model, along with some added behaviour due to

the over-approximation. Preservation of behaviour into the over-approximation is vital to
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verification. As this guarantees that any safety, and bounded liveness property that is

verified in (Eq.5.6)-(Eq. 5.9) model, would also be true for (Eg. 2.6) model.

We aso note here that in replacing Real-valued quantities with integer intervals, we
did not need to do this for quantization levels Q ={Qo,Q1 ....On}, quantum vaue dQ, or
hysteresis value &, assuming al these values are rational numbers. These values are
parameters of any QSS model and are known before runtime, thus these values can be
represented as integers by changing the model scale by multiplying all these numbers by
|east-common-multiple denominator as we described in chapter 3.

Another obstacle in representing general QSS models with TA is the nature of the
function f of (Eq. 2.4) on page 34. In UPPAAL, users can define functions with a syntax
close to that of C language. However, the available operators are limited to the primary
mathematical operators, as shown in table 3. Furthermore, operands and expression
results are al integers. This puts a limit on the functions that can be expressed in
UPPAAL TA. Similar restrictions on the system dynamics also exist with other
formalisms for hybrid systems verification such as Linear Hybrid Automata [82], where
derivatives are limited by linear constraints. To model QSS systems whose dynamics are
described by complex function, the modeller would need to approximate the complex
function with a polynomial formula that uses only preliminary operators of UPPAAL.
This approximation may use one of the series expansion methods such as the Maclaurin

Series, and can be done up to the desired precision. In this case, the system function
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would have to be differentiable and the types of functions we can use are limited by
Maclaurin series limitations. However, it should be noted that the more precision we get,
the higher values are obtained for constants in the resulting TA model and hence more
resources (memory and time) would be needed to verify the model as we discuss in
section 6.1.1. This approximation, however, is out of the scope of thisthesis.
Table 3: UPPAAL arithmetic operators
++ I ncrement (can be used as both prefix and postfix operator)
-- Decrenment (can be used as both prefix and --> --postfix operator)
- Integer subtraction (can also be used as unary negati on)
+ Integer addition
* Integer nultiplication
/ Integer division
% Modul o
<< Left bitshift
>>Ri ght bitshift
<? M ni num

>? Maxi num

The integrator automaton representing the QSS model of (Eq.5.6) is shown in figure
48. The structure of this automaton would be fixed for any QSS system, and thus can be
considered as a template representing the DEVS model of (Eq.5.6). This template has the

following parameters that are part of the QSS model definition:
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A set of defined quantization levels Q ={Q,Qs,....0Or}, where Qo is the initid

level, Q, isthefinal level.

e Thequantum dQ = Qu+1 - Q«, suchthat O0<k<r

e Hysteresisvaues

e System defined functions: f [x(t), u(t)], x(t), and u(t).

Figure 48: TA model of a QSS general Integrator

This automaton starts in S1, and on the transition from S1 to S2, it initializes the
variables sigmal, sigmaH, g, and clock t. The internal transition function 6..(s) of
(Eqg.5.6) is simulated with transitions S2 > S3, and S3 > S2. At S2, the automaton waits
for atimet, where o1 <t < o1y, then transits to S3. On this transition, value of q is
updated as Qu:sgnay = d + (dQ * sgn(dy)), which is equivalent to the expression (x + o -
dy) of (Eq. 2.6) on page 37. Then, on transition S3 - S2, an updated values of dy., dku

are calculated according to (Eg. 5.9), then values [0 ,014] are calculated according to
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(Eq. 5.7). Clock t is also reset to zero on the transition S3 > S2 before waiting in S2 for
the next event. The output function A(s) is implicit in the TA model, as the value of
shared variable q can be read by other models coupled with this TA model. The

definitions of UPPAAL functions of these calculations are shown in table 4.

To simulate the external transition function deq(S, €, X, of (EQ.5.6), we use the
transitions S2 2> S4 - S2. Transition S2 - S4 would be enabled only if the automaton
receives a synchronization input on channel a. This is typically another automaton
generating the function u(t) as shown in figure 49, and would be described later. When
this synchronization happens, the automaton moves to the committed state S4, and then,
without delay, it executes the transition S4 - S2. On this latter transition, the new values
of [x, xy] are calculated based on the shared variables Sigmal, SigmaH which are
passed from the automaton of figure 49. New values of [x., X. ] are aso calculated
which represents the new slope value. Finaly, new values for [o2,024] are caculated.

The UPPAAL functions that we defined for these calculations are shown in table 5.
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Figure49: TA Mode of a QSS Input function generation
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Table 4: User defined functionsfor the UPPAAL TA model of figure 48

int sgn(int dx){ voi d calc_dx(){ | int f(int X, I nt v){
if (dx > 0) /'l cal cul at es //the slope | //calculates the slope from
return 1; from system //defined | //system defined function
el se function /! Replace f with system
return -1; dxL = f(xL, v); //function here...

} dxU = f(xU, v); int f =x+v;
} return f;
}

int cal cSigmalL(){
/1 This function is to calculate the new value of Q based on its curent value and the
quantumdQ //in internal transition
int sigmal;
if (dxU > 0)
sigmaL = roundDownDiv (dQ dxU);
else if (dxU < 0)
sigmaL = roundDownDiv (dQ - epsilon, -dxU);
el se
sigmaL = 32767; /1 this represents infinity in UPPAAL int type.
return signal;

}

int cal cSigmalH(){
/1 This function is to calculate the new value of Q based on its current value and the
quantumdQ //in internal transition
if (dxL > 0)
sigmaH = roundUpDi v (dQ dxL);
else if (dxL < 0)
sigmaL = roundUpDiv (dQ - epsilon, -dxlL);
el se
sigmaL = 32767; /1 this represents infinity in UPPAAL int type.
return sigmaH;

}
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Table 5: User defined functionsfor the UPPAAL TA model of figure 49

void calc_x(int SignaL, int SignmaH ){ voi d cal c_dx(){
/1 calculates current value of x from el apsed /Il calculates the slope from system
//time wich is in the interval[SignaL, SignaH | //defined function

//coming fromexternal input, and the slope dx dxL = f(xL, v);

xL += SigmaL * dxL; //Lower integer bound of dxU = f(xU, v);
/1x variable }
xU += SigmaH * dxU; //Upper integer bound of

/1x variabl e

}

int cal cSigma2L(){
/1 This function is to calculate the | ower bound of sigma in external transition
int sigmalL, xvL;
xvL = cal c_xv(xL);
if (dxL > 0)
sigmaL = roundDownDiv ((q + dQ - xL, xvlL);
else if (dxL < 0)
sigmaL = roundDownDiv ( xL - (q - epsilon) , -xvlL);
el se
si gmaL = 32767; /1 this represents infinity in UPPAAL int type.
return signal;

}

int cal cSigma2H() {
/1 This function is to calculate the upper bound of signma in external transition
int sigmaH xvU;

xvU = cal c_xv(xU);

if (dxL > 0)
sigmal = roundUpDiv ((q + dQ - xL, xvU);
else if (dxU < 0)

sigmaH = roundUpDiv ( xU - (q - epsilon) , -xvU;
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el se
si gmaH = 32767; /1 this represents infinity in UPPAAL int type.
return sigmaH

}

For a genera QSS system where u(t) # ¢, the QSS model would have an external
transition function to process the input u(t). u(t) is a constant input step function as
defined in QSS [51]. To simulate a system described with ODE’s as (Eq. 2.4) on page 34,
the input u(t) needs to be generated by a DEV S QSS model. One example is given in [60]
for a sinusoidal shape input signal. This DEVS QSS model is similar to the model
defined in (EQ.5.5), as it does not have external inputs, and it generates a sequence of
guantized events to represent the step function u(t). Such a system can be described by an
over-approximated QSS model Mupa Where we use closed integer intervals instead of
Real numbers, for the same reason we did with the integrator QSS model above. The
over-approximated model of the input function isshownin (Eq. 5.10) - (Eqg. 5.12).

Muoa = (X, Y, S, in, Sex, A, ta), Where (Eq. 5.10)

X=0

Y = Z x {outport}

S=7%7Zx 7% %50

Oint(S) = dim([uL, U], [dur, dud], K [oL, oH] ) =

(Q+1, [duL, duy] » K+ sgn(du), [ o1 ,01H])
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Oext(S, € Xu) = ¢

}“(S) = )“(X! dU1 k1 O-) = (Qk+sgn(du), Outport)

ta(s) = ta(x, du, k, o) = [o1, ou]

Qk+2 — (Qk+1) ifd >0 (Eq 511)
duu uu
oL = Q- Qui—¢) if d,, <0
]
% ifd, =0
Qk+2 B (Qk+l) |f d > 0
du|_ uL
oW = Q-Qu=¢) d, <0
d|
o ifd, =
and current function slope as: (Eq. 5.12)
du. = Lut)]
du = Tu(®) ]

In this QSS model, system state is defined with a tuple (value of variable u, slope of
state variable d,, current quantization level index k, and stete lifetime o). However, as we
need to use only Integers to represent these quantities, we replaced each one with a closed
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integer interval. The integer interval is chosen to include inside it the quantity we are
approximating. We do this by choosing the lower bound of the interval with the Floor
function of the quantity, and the upper bound to be the Ceiling function. Thus the
corresponding intervals to describe the QSS state would be ([ug, uy], [du, duw], K, [oL,
on]). As this model has no external input, then we know, from the semantics of QSS
method, that the state variable u would aways take a value from the set Q of the
guantization levels. Thus the term [u,, uy], of the state, would be the current quantization
level Qy+1. Calculation of the state lifetime o, is done with arithmetic intervals in
(Eg. 5.11) as the dope of the function is expressed as an interval, which in turn is
caculatedin (Eg. 5.12).

We follow the same steps we did for the QSS model of the integrator above to
simulate this QSS model with timed automata, resulting in the TA model shown in figure
49. The transition L1-> L2 initializes clock z, the lower and upper time constraints [o1.
,011], the quantized output variable v , and calculates the initia slope from the function
definition of u(t) by invoking user defined function calc_dV/(v). The slopeis calculated as
aclosed integer interval [dvL,dvU] to represent the over-approximation of slope value, as
definedin (EgQ. 5.12).

ow(S) Issimulated by transitions L2->L3->L2. On these two transitions, new value of v
is calculated, the function calc_dV/(v) calculates the values of u(t), then the new values of

next event timing is calculated [ o1, ,014]. We note here that to calculate u(t) we need the
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current value of time t. At any time during the model execution, the total elapsed time t

after j number of internal transitionsis given by:

L= Z"i

0<i<j-1

And as we have an estimate of o intheinterval [o1,014], We get:

t,= 2.0 ’ t, = 2%

O<i<j-1 O<i<j-1
This gives an estimate of time at current iteration j as shown on transition L2->L3 with

the integer interval [t,ty].

On the transition from L3 to L2, after the automaton calcul ates the next values of shared
variables Sigmal. and SigmaH, it synchronizes on channel “a” to the integrator
automaton shown in figure 48 , so the latter can read the values of v, SigmalL, and
SigmaH which are used in the externa transition definition to recalculate a new function

slope x, as per the QSS model of (Eq.5.6).

void cal c_dV(int v){

/1 Calculates the function u(t) which is the slope of the

curve

[/ user define function u(t) here, for exanple u(t) =1
dvU = 1;

dvL = 1

Figure 50: Definition template of u(t) in UPPAAL.
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5.1.4 Advantages of using QSS/'DEV Sto verify Hybrid Models

Enabling approximation to system dynamics in timed automata models using QSS opens
the door to more complex verification queries and better controller designs. For example,
the following research directions can be built on results of hybrid systems verification
using QSS, as we introduced earlier in this chapter:
e System dynamics are presented in a fine-grain in the TA model. This would
enable verification of more advanced types of controllers than an On-Off
controller. For example, advanced control algorithms could use the information

about the state variable change with respect to time.

e Optimization controller designs could also be verified in UPPAAL based on some

optimization constraints on the values of state variables.

e TA controller synthesis techniques could use the fine-grained information of
system dynamics to synthesis advanced controllers based on QSS environment

models.
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Chapter 6: Conclusion & Future Research

In this thesis, we have presented a methodology for the verification of different DEVS
models. This methodology covers different components, including both deterministic
classic DEV'S and continuous components, which were modeled as DEV S using the QSS
method (the QSS method was selected as the way to discretize the continuous behaviour
using DEVS; however, other current or future methods within DEV'S could be used in a
similar fashion).

The contributions of this work include a verification methodology for deterministic
classic DEVS. Although, as identified in the State of the Art section, other groups have
used TA to verify DEVS in paralel with our research, the work introduced in this
research is different. The main contribution is the provision of a complete method that
deals with the issues that prevent afull verification of DEV'S models as shown in section
4.1. It dso provides a forma methodology to convert DEVS models into behaviourally
equivalent TA models. Finaly, the methodology provides an estimation method for any
errors that could have occurred due to the conversion and the approximation process.
Hybrid DEVS verification presented in this thesis is also an origina result. These

contributions resulted in numerous publications, listed in section 3.1.
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6.1.1 Possible Future Resear ch

This dissertation lays the groundwork for the formal verification of DEVS models
based on their transformation into TA. Based on this basic ability to verify DEVS
models, further enhancements to the methodology are possible. Such enhancements
would increase the model checking efficiency by decreasing the total state-space
traversed during the model checking analysis. Such increase in efficiency would translate
into a practical ability to verify larger DEVS models than what is currently possible, thus
making formal DEV S verification possible for industrial-size models.

These enhancements are based on exploiting some properties that are specific to the
TA models resulting from the transformation of DEV'S models. Such properties are not
valid in genera in TA. One of these properties is the nature of any embedded DEVS
execution engine such as e-CD++. These engines usualy run on a single processor
machine and thus use a single physical clock to measure the elapsed time for all atomic
DEV'S components executing on this platform. Another observed property of many
practical DEVS models is the re-use of the same atomic or coupled component many
times in a complex DEVS model. Thus, the use of symmetry reduction techniques would
reduce the number of distinct components to be verified. We expand on these two main
possible future directions below:

e Reducing state-space through reducing model complexity. Model checking
timed automata models depends on building a finite reachability graph called

Region Graph. Answering queries about system properties is done through
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traversing this graph and validating the desired property at each node. Thus
the complexity of the reachability algorithm depends on the size of the region
graph. Aceto and Laroussinie [83] showed that this size is in the order of
o([C|! + M), where |C] is the total number of clocks in both the TA model
and the query, and M is the maximum constant appearing in the TA model or
the query. Hence a great reduction in region graph size can be achieved by
reducing the number of clocks in a TA model. This may be done in severa
ways as follows:

0 Checking safety and reachability properties of a DEVS model on an
abstraction of untimed finite automata. This untimed finite automata
model would be obtained by removing al the timing information from
the DEVS model. This untimed version would constitute a rough
abstraction of the DEVS model that contains all behaviors of the
original DEVS model, plus some extra behavior due to removing the
restrictions of timings. However, checking untimed model would be
much more efficient than the timed model. This approach does not
work for checking bounded-liveness properties on DEVS models. If
verifying these properties is required, then next optimization would
help.

o In our methodology, as well asin all others as introduced in literature,

each atomic DEVS modd is transformed to a TA model with a clock
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that measures the model elapsed time. One-clock automata can use
efficient model-checking algorithms, as shown in [84]. However, any
coupled DEVS model would be composed of many atomic models,
each with its own clock. Therefore, the resulting equivalent composed
TA for the coupled model would contain more than one clock, and
thus cannot be considered a one-clock TA model. On the other hand,
in most embedded simulators and runtimes, the coupled DEV'S model
would execute on a single processor using a single global clock. This
assumption can be used to obtain an equivalent TA model with only
one global clock for the complete coupled model. This would enable
the efficient verification of such TA models, and thus scale up the size
and number of DEV S components that can practically been verified. If
the assumption of single processor cannot be guaranteed, asin the case
in clustered systems for example, we would need a single clock for

each component, and this optimization technique would not apply.

Symmetry in DEV'S coupled models could be used to reduce state-space. As
any typical system is normally composed of many components, it is common
to find the same type of component replicated in many placesin the system. A
DEVS model of such system would contain replicated components. An

intelligent conversion method from DEVS to TA could identify identical
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DEV'S components, and flag them for symmetrical analysis in the resulting

TA model, thus greatly reducing state-space during reachability analysis.
Another possible future research is related to the verification of continuous systems
modeled with the QSS method. As described in section 5.1.3, the QSS method
approximates the actual system tragjectory. This approximation results in an error |E|
which is the difference between the true system trgjectory and the QSS approximated
trgectory as can be seen in Figure 46. We can find a bound on this error as per [51]
that depends on the quantization step dQ. For formal verification of hybrid system, it
is desirable to verify the true system trgjectory against safety requirements, and not
only the approximation. To extend our verification methodology to do this, we can
increase QSS intervals outwards with the estimated approximation error |E|. This
would guarantee the true system trgjectory is covered inside the trgjectory being
verified. Future research would look into formal models for this enhancement, effect
of this on the verification complexity and the TA implementation. In case of highly
non-linear functions, the error |E| can be large. In this case, another extension could
be using QSS2 method in which the system trajectory is approximated with second

order segments as shown in [51].
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